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Abstract. Today, commercial banks in Ukraine operate in an unstable financial environment and geopolitical
challenges, which necessitate adapting traditional risk management models and integrating new methods for
assessing uncertainty that consider the stochastic nature of economic processes and the psychological and
behavioral characteristics of market participants. This research aims to identify and substantiate the features of
the impact of uncertainty on risk management processes in the system of security-oriented functioning of
commercial banks and to develop methodical approaches to increasing their stability and efficiency in the modern
financial environment. The research methodology is represented by decision-making theory methods, including
expert and analytical assessments, fuzzy logic methods, multi-criteria analysis, and construction of decision
matrices considering various event scenarios. The article develops an Integrated Bank Security Decision Index
(IBSDI), which allows quantitatively assessing the effectiveness of management decisions in banks, taking into
account ten main types of uncertainty: geopolitical, regulatory, cybersecurity, stochastic, information, uncertainty
of operating conditions, antagonistic, strategic goals, reputational, and other types of uncertainty. The index
considers the weight of each type of uncertainty for corporate security, threats' intensity, and banking decisions
stability. The study results show that integrating economic, regulatory, information, and security components into
a single assessment system increases the adaptability of banks, minimizes risks, and strengthens stability in crisis
and uncertain conditions. The proposed method provides the basis for expert assessment, scenario analysis, and
strategic planning, consistent with the international standards Basel 111/1V and the practices of leading world
banks. To ensure the reliability and practical effectiveness of the model, it is necessary to regularly update its
parameters and check the consistency of expert assessments.
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®iHaHcK Ta onoAaTKyBaHHA

HeBu3HayeHicTh K JeTePMIHAHTA PU3MKY B CHCTeMi 0e311eKOOPIEHTOBAHOI0
yIPaBJIIHHA KOMEPUIMHUMHU 0aHKaAMH YKpaiHu

Amnacracis HOHTOpﬂKl, AHnapiit Araq)oHOB1

1 . . . . . . .. ..
Murxonaiscvruii Hayionanvbhuli acpapruti ynieepcumem, m. Muxonais, Ykpaina

Anomauin. Cvoeooui Komepyitini 6auku Vrpainu @yukyionyroms 6 ymosax HecmadinibHo20 QiHAHCO08020
cepedosuwya ma 2eonONIMUYHUX GUKIUKIG, W0 00YyMO8II0E nompeby adanmayii mpaouyituHux mooeneu pusux-
MeHeOdcMenmy ma inmezpayii HOBUX MemoOdié OYIHKU He8USHAYEeHOCMI, W0 8PAX08YI0OMb CMOXACMUYHY NPUPOOY
EKOHOMIUHUX NPOYECi8, NCUXON02IUHI MA NOBEOIHKO8I 0COONUE0CMI YUACHUKIE pUHKY. Memow ybo2o 00CiodxiceHs €
BUABNIEHHS MA OOIPYHMYBAHHS 0COONUBOCMEN GNIUBY HEBUSHAYEHOCMI HA NPOYECU YNPAGIIHHSA PUSUKAMU 8 CUCEMI
0e3neKoopieHmoBan020 (QYHKYIOHY8AHHA KOMEPYIUHUX OaHKI@ ma po3podKa MemoOuyHux nioxodie uooo
nioguuyerHs ixHvoi cmabineHocmi ma e@peKmueHoCmi 6 CYYAcCHOMY @inancogomy cepedosuwyi. Memoodonoeisn
00Cni0dCeH s NPEOCNABNIeHA KOMNIEKCOM Memodie meopii npuliHAmms1 piuieHb, ceped AKUX eKCnepmuo-aHaiimudti
OYIHKU, MemOoOu HeuimKoi 102iKu, OazamoKpumepiaibHuil ananiz ma nobyooea mampuysb piuleHsb i3 8paxy8aHHAM
PIisHuX cyenapiie pozeumky noodii. ¥ cmammi pospobaeno inmeepanvnuii indexc 1BSDI (Integrated Bank Security
Decision Index), wo doseonsne kinvkicno oyiniogamu egpekmueHicms YNpaeiiHCbKUX piiensb Y 6anKkax 3 ypaxyeamHim
decsamu OCHOBHUX MUNI@ HeBUSHAYEHOCMI. 2eONONiMmUYHOl, pe2yiamopHoi, Kibepbesnekogoi, CmMoxacmuyHoi,
ingpopmayitinoi, HesusHAYEeHOCMI YMO8 6e0eH sl OiIbHOCMI, AHMALOHICMUYHOT, CMpame2iunux yinei, penymayiinoi
ma [Hwux munie HesusnaueHocmi. IHOeKC 8paxo8ye 6azy KONMCHO20 8UOY He8UIHAYeHOCMi O KOPNOpamueHoi
besnexu, IHMEHCUBHICMb 3a2po3 Mma CMIUKICMb OAHKIECbKUX piuteHb. Pesyromamu 00CHiONcenHs c8iouamb, ujo
iHmezpayisi eKOHOMIYHUX, pecyJsIMOPHUX, [HGOpMayiiHuX ma 6e3neKosUx KOMNOHEHMI8 Y €OUHY CUCmeM)y
OYIHIOBAHHS 00360JI€ NIOBUWUMU AOANMUGHICMb OAHKIG, MIHIMIZY8amu pusuKu ma RiOCUIUMU CMAOINbHICMb Y
KpU308UX ma HeGU3HAYEHUX YMO08ax. Buxopucmanus 3anpononosanoi memoouxu 3abe3neuye OCHO8Y Ois
eKCnepmHo20 OYIHIOGAHHS, CYEHAPHO20 AHANI3Y MA CMPpAmMeiuH020 NAAHYBAHMS, Y3200MCEHUX i3 MINCHAPOOHUMU
cmanoapmamu Basel 111/IV ma npaxmuxamu nposionux ceimosux 6anxis. /s 3abe3neuennss 00CmMogipHocmi ma
npakmuuHoi epexmusHocmi mooeni HeoOXIOHO pe2yaapHo oHoguoeamu ii napamempu i 30ilicHIO8amMu nepesipKy
132000/CEHOCMI eKCNEPMHUX OYIHOK.

Kniwouoei cnosa: 6esnexoopicnmogane ynpaeninns, 0e3neK00picHmMoBaHull MEHeONCMENm, YIPAGIIHHA KOMePYIUHUMU
bankamu, Komepyitini 6aHKu, PIHAHCOBUTL MEHEOICMEHM,, YRPAGIIHHI PUSUKAMU, PUSUK-MEHEONCMEHN.

INTRODUCTION

Today, Ukraines financia environment is
characterized by heightened uncertainty and significant
voldtility, creating critical chalenges for risk
management within the banking system. Commercial
banks are compelled to operate under conditions where
traditional approaches to risk assessment have become
insufficiently valid, and the effectiveness of manageria
decisionsis largely determined by their ability to adapt to
emerging internal and external threats.

Contemporary bank risk management must account
for the stochastic nature of economic processes and the
psychological and cognitive characteristics of market
participants, which influence their financia decision-
making, which at times exhibits irrationa behavior.

The core scientific problem lies in identifying how the
genesis of uncertainty in the banking sector and its
extrapolation to prospective scenarios impacts risk and
the possibilities for its elimination or mitigation.
Accordingly, the scientific significance of this study is
grounded in the systematization of the interrelationships
between uncertainty, risk, and mechanisms for ensuring
financial security, taking into consideration modern
technologies, behavioral aspects, and the principles of
integrative financial system management.

LITERATURE REVIEW

The Regulation on the Organization of the Risk
Management System in Banks of Ukraine and Banking
Groups defines the objectives and principles of risk
management across different areas of banking operations
and a dl organizationd levels, as well as establishes the
requirements for implementing a comprehensive, effective,
and adequate risk management system within banks[1].

In addition to the NBU Regulation on the
Organization of the Risk Management System [1],
several other regulatory frameworks play a pivotal role
in shaping risk management and guiding banking
operations under conditions of uncertainty. These
include: the Law of Ukraine On Banks and Banking
Activities [2] (Article 44, which sets requirements for
risk management and internal control systems); the Law
of Ukraine On the National Bank of Ukraine [3]
(Articles 6 and 7, which outline the NBU’'s
responsibilities for maintaining financial system
stability and banking supervision); NBU Resolution No.
88 of July 2, 2019 On Approval of the Regulation on the
Organization of the Internal Control System in Banks of
Ukraine and Banking Groups [4]; NBU Resolution No.
351 of June 30, 2016 On Approva of the Regulation on
the Determination by Banks of Ukraine of Credit Risk
for Active Banking Operations [5];
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NBU Methodological Recommendations on  Stress
Testing Procedures in Ukrainian Banks [6]; and the
recommendations of the Basel Committee on Banking
Supervision (Basel I1I) [7], which have been
incorporated into the NBU’ s regulatory framework.

International standards and guidelines also inform
approaches to understanding and managing uncertainty
in the banking sector’s globalization. In global practice,
uncertainty management largely relies on the Basel 111 /
Basel Framework standards, which govern capital,
liquidity, and risk management requirements for banks
worldwide [7]. Supervisory authorities, such as the
European Centra Bank, increasingly emphasize
resilience to geopolitical shocks and macro-financial
risks, identifying these factors as key supervisory
priorities for 2025-2027 [8; 9].

From the management theory perspective [10; 11],
risk is conceptualized as the measurable probability of a
particular event. In contrast, uncertainty is characterized
by the inability to assess the likelihood of various
scenarios quantitatively. This distinction is critical for
developing security-oriented approaches to bank
management in Ukraine. In both scholarly literature and
banking practice, the terms “risk” and “uncertainty” are
frequently used interchangeably; however, they have
fundamental differences. Following the classica
framework proposed by F. Knight, risk refers to
situations in which the probabilities of outcomes are
known or can be estimated. At the same time,
uncertainty pertains to conditions where probabilities
are either absent or ambiguous [11]. In banking practice,
risk is typicaly quantified (e.g., through VaR, Expected
Loss, PD, LGD), whereas uncertainty is more often
assessed qualitatively, using expert judgment, scenario
analysis, or fuzzy logic methodologies.

The relationship between the concepts of
“uncertainty” and “risk” has been explored in the
research of V. Reshetylo and Y u. Fedotova[12, pp. 149—
154]. D. Kabachenko analyzed the specific characteristics
of manageria decision-making under conditions of
uncertainty and risk [13, pp. 107-115]. O. Kryklii and
A. Moskaenko concluded that uncertainty can lead to
reduced investments and capital outflows, foster
insecurity and fear, and trigger declines in both
investment and lending activities, thereby serving as a
source of liquidity crises [14].

While  acknowledging  significant  scholarly
contributions to the study of uncertainty and risk in
security-oriented banking management, it is important to
note that the unique characteristics of the current
financial environment in Ukraine necessitate the
adaptation of traditional risk management models and the
integration of innovative methods for assessing
uncertainty to enhance the efficiency and security of
banking operations.

RESEARCH OBJECTIVE

This research aims to identify and substantiate the
specific features of uncertainty's impact on risk
management processes within the security-oriented
operations of commercial banks and develop methodical
approaches aimed at enhancing their sability and
efficiency in the contemporary financial environment.

RESEARCH METHODOLOGY

In this study, the authors employed a comprehensive
set of decision-making theory methods, including expert-
analytical evaluations, fuzzy logic techniques, multi-
criteriaanalysis, and the construction of decision matrices
under various scenario-based developments.
Anintegrated index — IBSDI (Integrated Bank Security
Decision Index) — was developed to quantitatively assess
the effectiveness of managerial decisions in banks, taking
into account ten key types of uncertainty: geopolitical,
regulatory, cybersecurity-related, stochastic,
infformational, operational, antagonistic, strategic,
reputational, and other forms. The index incorporates the
relative weight of each type of uncertainty for corporate
security, the intensity of emerging threats, and the
resilience of banking decisions.

RESULTS

In banking institutions’ practical operations, risk and
uncertainty rarely exist in their pure forms. More often,
hybrid situations occur. For example, foreign exchange
risk can be statistically modeled (a situation of risk), but
its amplification due to geopolitical events constitutes a
factor of uncertainty. Therefore, the classification of
types of uncertainty (Table 1) is based on factors that
cannot be reliably assessed in probabilistic terms but have
acritical impact on the security of the banking sector.

The types of uncertainty outlined in Table 1 are
directly or indirectly incorporated into the regulatory
framework of the National Bank of Ukraine (NBU),
particularly within its requirements for risk management,
stress testing, credit risk assessment, and business
continuity planning. The classification of uncertainties
presented in Table 1 aligns with approaches applied by
leading international financial ingtitutions, including the
Bank for International Settlements, the Basel Committee
on Banking Supervision, and the European Banking
Authority. For example, the European Centra Bank
(ECB), as reported by Reuters, emphasized the
requirement for banks to develop stress scenarios linked
to geopolitical risks to assess capital resilience [8]. This
approach enables the alignment of Ukrainian security-
oriented management practices with international
methodologies, ensuring compatibility with the standards
set by global regulators.

During  2022-2023,  geopolitical  uncertainty
significantly affected foreign investment outflows and
compelled banks to increase their liquidity buffers.
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Table 1. Typesof uncertainty, their characteristics, and their impact on security-oriented management

of commercial banks

Type of Characteristics Impact on Security-Oriented Management
Uncertainty of Commercial Banks
Associated with instability in international Increases systemic risks, complicates
Geopolitica politics, military conflicts, sanctions, and planning, triggers capital outflows, and
restricted access to capital markets undermines international trust in banks
Linked to potential future changesin legislation, | Complicates compliance procedures,
Reaulator regulatory frameworks, or requirements from the | necessitates continuous adaptation of
€ y NBU, FATF, and international standards (Basel | business models, and increases costs for
1, etc.) legal expertise and risk management
Associated with potential cyber threats, Dlrect!y threatens the informational and_
. ) . .. financial components of corporate security
Cybersecurity disruptions to digital systems, and attacks on . )
. ) [17], undermines client trust, and may lead
platforms, online banking, or databases
to asset losses
Related to the probabilistic nature of events Complicates asset-liability management,
Stochastic (e.g., fluctuations in exchange rates, interest requiring the use of VaR models, scenario
rates, inflation, etc.) analysis, and stresstesting
Associated with alack of or distortionininternal | Increases the likelihood of poor managerial
Informational or external information (financial, client, or decisions, fraud, and non-compliance with
market data) regulations
Ope_ratl ondl Stemming from the absence of stable economic, Nec tates at_:laptlve, fled t_’l e security
Environment . 4 o strategies and increases the importance of
) social, or infrastructura conditions . ;
Uncertainty operational risk management
Associated with potential conflicts with Requires the devel opment of fraud-
. . . prevention systems, protection of corporate
Antagonistic counterparties, competitors, government . X ;
) - rights, and collaboration with law
agencies, or corporate raiding attempts :
enforcement agencies
. Related to the lack of clear development Complicates the design of security
Strategic Goal S e T . . .
) priorities within banking institutions due to management strategies, requiring scenario-
Uncertainty . : ;
environmental changes based approaches and flexible planning
Connected with negative informational Necessitates robust PR security zystems,
Reputational influence, disinformation, or social media Crisis management sirategies, an .
campai n,s ' continuous monitoring of media and social
pag networks

Source: compiled and extended by the author based on [13; 15; 18; 19].

Modern decision-making theory, relevant to security-
oriented management in commercial banks, rests on the
following key principles:

1. Clearly defined decision objects and risk-forming
factors. The object of the decision is explicitly defined,
and the risk-forming factors influencing it are identified
[13; 15]. In banking, such objects may include an
individual credit agreement, a financing instrument, a
securities transaction, an investment program, or the
placement of funds in the interbank market. Managing
these objects requires assessing not only their financia
feasibility but also their potential impact on the various
components of the bank’s corporate security [17].

2. Definition of performance indicators. For each
decision object, a performance indicator is determined
that adequately reflects the outcome of the managerial
action. In the short term, this may include net profit,
return on assets, or net interest margin; in the long term,
indicators such as net present value (NPV), internal rate
of return (IRR), or an integrated measure of the bank’s
corporate security level are applied.

3. Quantification of risk indicators. A risk indicator is
established to enable quantitative evaluation of potential
threats or losses. In the banking sector, such indicators
include variations in expected profits, Value at Risk
(VaR) metrics, interest rate volatility, client credit
scoring, solvency ratios, and risk concentration levels.

4. Definition of decision aternatives. A set of
decision-making alternatives is established (Table?2),
from which the bank selects the optimal option based on
the trade-off between expected outcomes and acceptable
risk levels. Alternatives may involve client selection, loan

types, collateral structures, hedging mechanisms,
refinancing  strategies, or liquidity —management
approaches.

5. Formulation of development scenarios.
Development scenarios (Table 2) are constructed based
on internal and external risk factors. For banks, these
scenarios may cover shifts in the macro-financia
environment, exchange and interest rate fluctuations,
client solvency changes, tightening sanctions, or
modifications to NBU regulatory requirements.
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6. Evaluation of outcomes for each aternative-
scenario combination. The projected result is determined
for every combination of a decision aternative and a
development scenario, such as expected profitability,
costs, or risk levels. For example, this could include
projected credit portfolio returns in the context of
macroeconomic deterioration or default risks in specific
sectors.

7. Assessment of scenario probabilities.
If probabilities are known or can be reasonably estimated
(e.g., using statistical data, expert judgment, or machine
learning models), the situation reflects risk. The situation
represents uncertainty if probabilities are unknown or
cannot be quantified. In security-oriented banking
management, each condition requires different analytical
tools, ranging from traditional risk metrics to fuzzy sets
and expert-based modeling techniques.

8. Decision-making and selection of the optimal
aternative. The final decision is made by selecting the
dternative that maximizes management effectiveness
while maintaining an acceptable level of risk and
preserving the bank’s financial stability. The objective is
not only to maximize profitability but also to minimize
potential threats to the bank’s operations as a complex
socio-economic institution operating under conditions of
uncertainty.

Foreign banks are increasingly integrating machine
learning models, fuzzy logic methods, and advanced
stress-testing  tools recommended by the Basel
Committee. For example, banks in the EU and the United
States actively apply scenario modeling (stress testing),
sensitivity analysis, and Monte Carlo simulations to
evaluate the potential impact of geopolitical and market
shocks.

Table 2. Structure of the “Decision Matrix” in Security-Oriented Management of a Commercial Bank

. . Development Scenarios
Decision Alternatives C G C. C.
Ay ACy AGC, A.C. A.C,
Ay ACy AC, AC.. AC,
A A.C A.GC A C. A Gy
An Ancl AnCZ AnC AnCn

Source: compiled and adapted by the authors based on [13; 15].

Table 3. Mathematical Criteriain Decision-Making Theory within the System
of Security-Oriented Management of a Commercial Bank

Conditions for Application in
the Security-Oriented

Indicator Formula Core Principle
Management of a
Commercial Bank
] = maxyming fi; « Guaranteed security” Relevant during periods of
. . Y — s -
Wald Criterion where fy —is the evaluation of | ecting the altemative | T yor CrOoSng the
(maximin) the j decision alternative under | \yith the |east possible €ast 1scy strategy,
the k economic scenario loss liquidity management under
capital outflows.
] = minjmaxyRy;, “Minimization of regret” | Useful when selecting among
Savage Criterion where Ry; = fi — fij —reducing potential risky investment instruments

(minimax regret)

losses caused by an
incorrect choice

or during changesin reserve
policy.

Laplace Criterion
(equiprobable events)

n
1
J= maxj;z fkj
k=1

“Focus on the average”
—assuming all scenarios
are equally probable

Applied in the absence of
complete information on the
probabilities of all scenarios.

Hurwicz Criterion
(cautious—optimistic
compromise)

J
= max; [aminkfkj
+ (1 — a)maxyfi;]. @ € [01]

“Flexible approach” —
balancing between the
worst and best outcomes

Effectivein strategic
planning and product
development processes.

n
. _ “Expected benefit” — Applied when statistical data
(Bgéfa%;?gn J = max; Z Pefe decisionsbased onthe | areavailable, particularly in
X : k=1 . probability-weighted currency risk management
expectation) where Py s the probability of outcomes using forecasting models
the k "
Extreme  Optimism ] = maxymaxyf; Rarely applied in banking

Criterion (maximax)

“Believe in the best” —
orientation toward the
maximum possible gain

management; may be used
for high-risk decision-
making.

Source: generalized and adapted by the authorsto the research context using [ 13; 15].
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In the process of developing security-oriented
management tools, it is essential to account for the
variability in the application of mathematical criteria
(Table 3), depending on the characteristics of the
environment in which the decision is made. Classica
decision-making theory criteria (the Wald criterion, the
Laplace criterion, the Savage criterion, and the criterion
of extreme optimism) are typicaly applied under
conditions of complete uncertainty, when the
probabilities of alternative scenarios (Table 2) are either
unknown or cannot be reliably estimated. In such
circumstances, the primary focus is on minimizing
potential losses or unrealized gains — an aspect that is
critically important for banking institutions facing
geopolitical, regulatory, or cyber-related uncertainty.

Building on the analysis of contemporary research,
we propose the IBSDI criterion (Integrated Banking
Security Decision Index) (1) — a quantitative metric
designed to assess the effectiveness of manageria
decisions under multidimensional uncertainty. This
criterion integrates the following dimensions: the
influence of external risks and uncertainties
(e.g., geopolitical, regulatory, informational, or stochastic
factors, as outlined in Table 1); the degree of institutional
security across eight core components of corporate
security (financial, informational, economic, etc.); the
adaptability of decisions to crisis or uncertain scenarios,
and the weighted significance of each component within
the bank’s overall security framework.

IBSDI; = Y7, (wi Sy (- Ui)) , 1)

Where:

Jj —thevariant of the managerial decision;

i —the category of risk/uncertainty (ranging from 1 to n);

w; — the weight coefficient representing the
importance of the i-th type of uncertainty for the bank’s
corporate security;

S;j €[0;1] - the resilience level of the j-th
managerial decision to the i-th threat (assessed either
through expert evaluation or based on simulations and
historical data);

U; € [0;1] — the leve of uncertainty or the intensity
of the i-th type of threat at the current stage (evaluated
based on environmenta anaysis, eg., geopolitical
tension = 0.9; regulatory turbulence = 0.6, etc.).

The higher the IBSDI vaue, the more effective and
secure the managerial decision under conditions of
multifactor uncertainty. The index value can be
normalized to a [0-1] or [0-100] scale. If IBSDI fals
below a threshold level (e.g., 0.5), the decision is
considered unsafe or unstable from the perspective of the
bank’ s corporate security.

In security-oriented management, it is critical to
account for the dynamic nature of risks and their time
lags. Geopolitical and regulatory risks, in particular, may
exert delayed effects, whereas cyber threats manifest
instantaneously and frequently.

To accurately model the temporal dynamics within
the IBSDI framework, it is advisable to apply:

— time-series analysis methods recommended by the
Bank for International Settlements (BIS) for systemic risk
forecasting [15];

— rolling-window anaysis, which enables the evaluation
of risk event impacts within amoving time frame;

— a scenario-based approach to incorporating time
lags into credit risk management, in line with Basdl |11
requirements[7].

This approach is particularly relevant for the
Ukrainian market due to the high frequency of changesin
both the macroeconomic environment and the regulatory
framework. The National Bank of Ukraine's (NBU)
regular practice of bank stress testing highlights the
necessity of integrating dynamic scenarios into risk
management models.

Table 4. Core Types of Uncertainty to Be Considered in Deter mining the I ntegrated Banking Security Decision

Index (1BSDI)
Notation Type of Uncertainty U; — Intensity i We| ght Interpretation
Coefficient
U, Geopolitical 0.9 0.2200 Critical risk, determinant at the macro level
U, Regulatory 0.7 0.1668 Hig_h turbulence of the legislative
environment
Us Cybersecurity 0.6 0.1348 Persistent threats to the digital infrastructure
U, Stochastic 05 0.1159 High volatility of market parameters
Us Informational 0.6 0.0893 Risk of data shortage or distortion
Ug Operational Conditions 0.8 0.0816 Unstable infrastructure, energy-related risks
U, Antagonistic 04 0.0505 Conflicts, counterparty-related risks
Ug Strategic Goals 0.5 0.0526 Complexity of strategic planning
Uy Reputational 0.6 0.0556 Eﬁgrt:;agl osne(;atsotrhe foundation of trust in the
Uio Other (environmental, 0.3 0.0328 Currently less significant, but potentially
socid, etc.) critical

Source: author’s development.

144

06niK i piHaHcu, Ne 3(109), 2025

e-ISSN 2518-1181, www.afj.org.ua




Finance & Taxation

The model incorporates assessing at least ten core
types of uncertainty (Table 4).

Table 4 has been constructed based on the results of
an expert analysis that applied fuzzy logic methods, a
point-based scoring scale, and the principles of multi-
criteriaanalysis within the framework of decision-making
theory under uncertainty.

First, an expert panel was formed comprising 12
professionals specializing in banking risk management,
IT security, economic security, and banking regulation
(including representatives of commercia banks and the
National Bank of Ukraine).

Second, an intensity scale for Ui was developed.
Specifically, each type of uncertainty was evaluated using
a fuzzy point-based scoring method on a scale from 1 to
10, applying a modified expert assessment procedure
based on fuzzy evaluation principles, where:

1-2 —very low relevance;

34 —low relevance;

5-6 — moderate relevance;

7-8 —high relevance;

9-10 — critically high relevance.

The average score for each type of uncertainty was
normalized to the range [0;1] using the formula:
U= @

where b, represents the mean expert score for
uncertainty type i. For example, geopolitical uncertainty
with an average score of 9 results in an intensity value
U;=0.9, while regulatory uncertainty with an average
score of 7 correspondsto U,=0.7.

The determination of the weight coefficients (w;) was
carried out using the Analytic Hierarchy Process (AHP)
and weight normalization methods. At the first stage, a
pairwise comparison of factors was conducted according
to the criterion “impact on the bank’s corporate security.”
Experts compared each type of uncertainty with the
others based on its influence on: the stability of the
bank’s operations, management complexity; threat to
strategic objectives;, and potential destructive impact
upon realization.

At the second stage, a pairwise comparison matrix
was constructed (for 10 types of uncertainty, a 10x10
matrix) following the algorithm of T. Saaty [16]
(Table5).

Table5. T. Saaty Pairwise Comparison Matrix of Uncertainty Types

” _
P © o o] o E
= = Q@ =

S 8| 5| % 5 |BE|z2| 8| 5 |giq
= = o o == s o g | LET
o = £ = B 5 = K 'S
= 7 g E |82 B | ® | 3 |888
8 g 2 & 8 | g8 | & o 8 S
© 9 € | O < & iz i)

Geopolitical 100 | 200 | 200 | 300 | 400 | 200 | 500 | 400 | 3.00 5.00

Regulatory 050 | 100 | 200 | 200 | 300 | 200 | 400 | 300 | 200 4.00

Cybersecurity 050 | 050 | 100 | 200 | 200 | 200 | 300 | 300 | 200 3.00

Stochastic 033 | 050 | 050 | 100 | 200 | 200 | 300 | 200 | 200 3.00

Informational 025 | 033 | 050 | 050 | 1200 | 200 | 200 | 200 | 200 2.00

Operationd 050 | 050 | 050 | 050 | 050 | 1.00 | 200 | 200 | 2.00 2.00

Conditions

Antagonistic 020 | 025 | 033 | 033 | 050 | 050 | 100 | 100 | 1.00 2.00

Strategic Goals 025 | 033 | 033 | 050 | 050 | 050 | 100 | 100 | 1.00 2.00

Reputational 033 | 050 | 050 | 050 | 050 | 050 | 1.00 | 1.00 | 1.00 2.00

Other 020 | 025 | 033 | 033 | 050 | 050 | 050 | 050 | 0.50 1.00

Source: generalized by the authors based on expert pairwise comparisons of each type of uncertainty.

The weight coefficients (w;) — the components of the
priority eigenvector — were calculated using the
geometric mean method:

1
([Tj=q aij)m
== T (3
Z?:l(n}l:laij)n
An assessment of expert consistency was also
conducted. To verify the logical coherence of the

pairwise judgments, the following metrics were
calculated:

— Amax — Maximum eigenvalue of the matrix (4);

Amax = % ?:1(%) (4)
—-CI- Cénsi stency Index (5);
cl = tmext 5)
— CR —Consistency Ratio (6);
cR=< (6)

RI
where: Cl isthe random index, dependent on matrix size.

For n =10, according to tabulated vaues, Cl = 1.49[16].
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The caculations  yielded: A,,,, = 10.34,CI =
0.0381,CR = 0.0256. Since CR < 0.1, the matrix is
consistent, and the resulting weights are statistically
justified.

At the third stage, the local priorities (weights, w;)
were computed and normalized so that the sum of all
weights equals 1:

1'121 w; =1 (7)

Thus, the weight coefficients w; represent the outcome
of a forma mathematical procedure, including the
construction of the pairwise comparison matrix using the
Saaty AHP method, calculation of the priority
eigenvector, and normalization to ensure the sum of
weights equals 1. These coefficients are based on a
systematic approach, allow for verification of expert
consistency, and are scientifically substantiated.

The resilience of a managerial decision to each type
of uncertainty reflects the degree of actua protection of
the bank, which relies on the components of corporate
security [17]. These components are not treated as
Separate variables in the formula (1) but indirectly
influence the assessment of §;; (based on a
correspondence matrix between types of threats and
security components).

Thus, risk and uncertainty differ in their nature: risk
can be quantitatively measured, insured, or hedged,
whereas uncertainty requires adaptive and flexible
decisions integrating economic, organizational, and
behavioral factors. It is precisely uncertainty, rather than
risk in the narrow sense, that constitutes the key
challenge for security-oriented management in Ukrainian
commercial banks. Uncertainty, as a critical factor of risk
in banking operations, has not only atheoretical but also
a clearly regulated normative dimension. As reflected in
Ukrainian legidation and regulatory acts, the National
Bank of Ukraine consistently implements international
risk management standards (Basd Ill, FATF
recommendations). This demonstrates the state's
recognition of the systemic impact of uncertainties on the
financial system’s stability.

4 Cnncoxk BUKOPHCTAHUX JKepet

®iHaHcK Ta onoAaTKyBaHHA
CONCLUSIONS

The study identified and substantiated the
characteristics of uncertainty’s impact on risk
management processes within the security-oriented

functioning of commercial banks.

The proposed IBSDI index is based on expert-
intuitive and mathematical foundations, ensuring
sufficient objectivity, flexibility, and adaptability for real-
time updating of indicators. It enables a comprehensive
assessment of the safety of manageria decisions in
conditions of complex uncertainty; engages the corporate
security system as a basis for adaptive management;
formalizes the process of selecting a managerial strategy
from the perspective of risk minimization and resilience
maximization; and serves as a foundation for expert
assessment models, scenario analysis, strategic planning,
etc. Most existing risk management models do not
account for multi-vector uncertainty, a defining
characteristic of Ukrainian banks. The IBSDI approach
alows integration of economic, regulatory, informational,
and security components into a unified evaluation system.

At the same time, the proposed IBSDI model has
several limitations that should be considered during
practical implementation:

— subjectivity of expert assessments. Even using the
Saaty AHP method, the quality of the results depends on
the experts qualifications and experience. International
standards, including 1SO 31000:2018 “Risk management
— Guidelines,” emphasize the need for periodic validation
of models against actual data;

—necessity for regular updating of parameters.
Thevalues of weight coefficients and threat intensities
must be adjusted at least quarterly, per practices
described in the Basel Principles for effective risk

management.
Incorporating internationa  experience is criticaly
important for building an effective security-oriented

management system for Ukrainian banks. Harmonization of
domestic approaches to risk and uncertainty management
with  the requirements of Basd III/IV, FATF
recommendations, and the practices of leading global banks
enhances the competitiveness of the national banking sector
and strengthensiits resilience under globa crises.

1. Ilpo 3arBepmxeHHs [lonoXeHHS NPO OpraHi3allifo CHCTEMH YIPABIiHHSA pH3WKaMH B OaHKax YKpaiHM Ta
OankiBcpkux Tpymnax: IlocranoBa IlpaBninas HarmionamsHoro 6anky Ykpaimm Big 11.06.2018 p. Ne 64. URL:
https.//zakon.rada.gov.ua/laws/show/v0064500-18#n16 (nata 3eeprenns: 28.07.2025).

2. TlIpo Gauku i GaHKIBCBKY MisUTbHICTE: 3akoH Ykpainu Big 07.12.2000 p. Ne 2121-111 (31 3mMiHaMu Ta JOTIOBHEHHAMH).
URL.: https.//zakon.rada.gov.ua/laws/card/2121-14 (nara 3Bepuenns: 28.07.2025).

3. TlIpo Harionansuuii 6ank Ykpainu: 3akon Ykpaiau Big 20.05.1999 p. Ne 679-X |V (3i 3miHamMu Ta JOTIOBHEHHSIMH).
URL: https://zakon.rada.gov.ua/laws/card/679-14 (nata 3sepuenns: 28.07.2025).

4. TIpo 3arBepikeHHs I[lojOXKEHHsI NPO OpraHi3alil0 CHUCTEMH BHYTPIIIHBOIO KOHTPOJIO B OaHkax YkpaiHu Ta
OankiBchkux rpynax: [locranoBa [lpaeninns HanionamsHoro Oanky Ykpainu Big 02.07.2019 p. Ne 88. URL:
https.//zakon.rada.gov.ua/l aws/show/v0088500-19#n6 (nata 3eepuenns: 28.07.2025).

5. Tlpo 3arBepmkenHs [lonokeHHs Mpo BU3HA4YEHHA OaHKaMH YKpaiHM pO3Mipy KPEOUTHOTO PHU3HKY 38 aKTUBHHMH
6ankiBchkrMu onepauisvu: [Tocranosa [Ipasninns Hamionansaoro 6anky Ykpainn Bix 30.06.2016 p. Ne 351. URL:
https://zakon.rada.gov.ua/l aws/show/v0351500-16#Text (nata 3Bepuenns: 28.07.2025).

6. Ilpo cxBaseHHs MeTOANYHUX PEKOMEHIALIN MO0 MOPSAKY IPOBEACHHS CTPEC-TECTYBaHHS B OaHKax YKpaiHu:

rmocraHoBa  [lpaBminnas  HamionaxpHOTO

Oanky VYkpaiHm Bix

06.08.2009 p. Ne 460. URL:

https.//zakon.rada.gov.ua/laws/show/v0460500-09#Text (mara 3Bepuenns: 28.07.2025).

146 06niK i piHaHcu, Ne 3(109), 2025
e-ISSN 2518-1181, www.afj.org.ua



Finance & Taxation

7. Core principles for effective banking supervision / Basel Committee on Banking Supervision. Issued for comment
by 6 October 2023. URL: https://www.bis.org/bcbs/publ/d551.pdf (nara 3seprenns: 28.07.2025).

8. Canepa F., Aguado J. ECB supervisors focus on risks from tariffs to cyber attacks, central bank sources say.
Reuters. July 15, 2025. URL: https://www.clipr.cc/fzql 9 (nara 3Bepuenns: 28.07.2025).

9. Supervisory priorities 2025-27. Banking Supervision. Supervisory Board of the European Centra Bank. URL:
https.//www.clipr.cc/sCJ5h (nata 3Bepuenns: 28.07.2025).

10. 1SO 31000:2018 — Risk management — Guidelines. URL: https://www.iso.org/standard/65694.html#lifecycle (mara
3BepHenHst: 28.07.2025).

11. Knight Frank H. Risk, Uncertainty and Profit. Mineola, New Y ork: Dover publications, Ins., 2012.

12. Pemietmiio B. I1., ®enotosa FO. B. HeBusHaueHICTh Ta pU3MK: CHIBBIJHOIICHHS MOHSITH Ta CHCIH(iKa MPUAHATTSI
piwens. [Ipobremu cucmemnoeo nioxody ¢ exonomiyi. 2020. Bun. 3(2). C. 149-154. https.//doi.org/10.32782/2520-
2200/2020-3-41

13. Kabauenxo /[I. B. [IpuiHATTS ynpaBIiHCEKHUX pIilIeHb B YMOBAaX HEBM3HAYEHOCTI Ta PU3MKY. EKOHOMiUHUU GICHUK.
2017. Ne 2. C. 107-115. URL: https://ev.nmu.org.ua/docs/2017/2/EV20172_107-115.pdf (nara 3BepHEHH::
28.07.2025).

14. Kpuxumiii O. A., Mockanenko A. O. BB HEBH3HAYCHOCTI Ha IKBITHICTH OaHKIBCHKOI CHCTeMH YKpaiHH.
Epexmuena exonomirxa. 2020. Ne 11. https://doi.org/10.32702/2307-2105-2020.11.57

15. Dautovi¢ E., Gambacorta L., Reghezza A. Supervisory policy stimulus: evidence from the euro area dividend
recommendation. BIS Working Papers. No. 1085. 29 March 2023. URL: https://www.bis.org/publ/work1085.htm
(mara 3Bepuenns: 28.07.2025).

16.Saaty T. L., Vargas L. Models, Methods, Concepts & Applications of the Anaytic Hierarchy Process. Second
edition. 2022. Publisher: Springer. https://doi.org/10.1016/0270-0255(87)90473-8

17.Poltorak A., Ahafonov A. Conceptual Foundations for Evaluating the Effectiveness of Security-Oriented
Management in Commercial Banks. [ugecmuyii: npakmuxa ma Odoceio. 2025. Ned. C. 3241
https://doi.org/10.32702/2306-6814.2025.4.32

18.Tlontopak A. C., Kazemupunk M. C., Iomimyk A. I. Ilpiopurerni 3arpo3u ¢inaHcoBiii Oe3meni B ymoBax
TpaHchOpMAIlifHIX TpoIeciB Vv cydacHil exonomiri. Modern Economics. 2020. Ne 24(2020). C. 157-163.
https://doi.org/10.31521/modecon.V 24(2020)-25

19.Tlontopak A. C. TeopernuHa koHIenTyami3aiis (iHancoBoi Oesneku aepxkasu. @inancosuti npocmip. 2020. Ne 4.
C. 27-37. https://doi.org/10.18371/fp.4(40).2020.221669

4 References

1. Board of the National Bank of Ukraine. (2018). On the approval of the Regulation on the organization of the risk
management system in banks of Ukraine and banking groups (Resolution dated June 11, 2018, No. 64). Retrieved
from: https://zakon.rada.gov.ua/laws/show/v0064500-18#n16 [in Ukrainian]

2. Verkhovna Rada of Ukraine. (2000). On banks and banking activity: Law of Ukraine No. 2121-I11. Retrieved from:
https.//zakon.rada.gov.ua/laws/card/2121-14 [in Ukrainian]

3. Verkhovna Rada of Ukraine. (1999). On the National Bank of Ukraine: Law of Ukraine No. 679-XIV. Retrieved
from: https://zakon.rada.gov.ua/laws/card/679-14 [in Ukrainian]

4. Board of the National Bank of Ukraine. (2019). On the approval of the Regulation on the organization of the internal
control system in banks of Ukraine and banking groups. Retrieved from:
https.//zakon.rada.gov.ua/l aws/show/v0088500-19#n6 [in Ukrainian]

5. Board of the National Bank of Ukraine. (2016). On the approval of the Regulation on the determination by banks of
Ukraine of the amount of credit risk for active banking operations. Retrieved from:
https://zakon.rada.gov.ua/l aws/show/v0351500-16#Text [in Ukrainian]

6. Board of the National Bank of Ukraine. (2009). On the approval of the M ethodological Recommendations regarding
the procedure for stress testing in banks of Ukraine. Retrieved from: https://zakon.rada.gov.uall aws/show/v0460500-
09#Text [in Ukrainian]

7. Basel Committee on Banking Supervision. (2023). Core principles for effective banking supervision. Retrieved
from: https://www.bis.org/bcbs/publ/d551. pdf

8. Canepa, F., & Aguado, J. (2025). ECB supervisors focus on risks from tariffs to cyber attacks, central bank sources
say. Reuters. Retrieved from: https:.//www.clipr.cc/fzgL9

9. Supervisory Board of the European Central Bank. (n.d.). Supervisory priorities 2025-27. Retrieved from:
https.//www.clipr.cc/sCJ5h

10. International Organization for Standardization. (2018). 1SO 31000:2018 — Risk management — Guidelines. Retrieved
from: https://www.iso.org/standard/65694.html#lifecycle

11. Knight, F. H. (2012). Risk, uncertainty and profit. Mineola, NY: Dover Publications.

12. Reshetylo, V. P., & Fedotova, Y. V. (2020). Uncertainty and risk: Relationship of concepts and specifics of
decision-making. Problems of System Approach in Economics, 3(2), 149-154. https.//doi.org/10.32782/2520-
2200/2020-3-41 [in Ukrainian]

Oblik i finansi [Accounting and Finance], Issue 3(109), 2025 147
e-ISSN 2518-1181, www.afj.org.ua



®iHaHcK Ta onoAaTKyBaHHA

13. Kabachenko, D. V. (2017). Managerial decision-making under uncertainty and risk. Economic Bulletin, (2), 107—
115. Retrieved from: https://ev.nmu.org.ua/docs/2017/2/EV 20172 107-115.pdf [in Ukrainian]

14. Krykliy, O. A., & Moskaenko, A. O. (2020). The impact of uncertainty on the liquidity of the banking system of
Ukraine. Effective Economics, (11). https.//doi.org/10.32702/2307-2105-2020.11.57 [in Ukrainian]

15. Dautovi¢, E., Gambacorta, L., & Reghezza, A. (2023). Supervisory policy stimulus: Evidence from the euro area
dividend recommendation. BIS Working Papers, No. 108. Retrieved from: https://www.bis.org/publ/work1085.htm

16. Saaty, T. L., & Vargas, L. (2022). Models, methods, concepts & applications of the Analytic Hierarchy Process
(2" ed.). Springer. https://doi.org/10.1016/0270-0255(87)90473-8

17. Poltorak, A., & Ahafonov, A. (2025). Conceptua foundations for evaluating the effectiveness of security-oriented
management in commercial banks. Investments: Practice and Experience, 4, 32-41. https://doi.org/10.32702/2306-
6814.2025.4.32

18. Poltorak, A. S., Kazemirchik, M. S., & Polishchuk, A. I. (2020). Priority threats to financial security under
transformational  processes in  the modern economy. Modern  Economics, 24, 157-163.
https://doi.org/10.31521/modecon.V 24(2020)-25 [in Ukrainian]

19. Poltorak, A. S. (2020). Theoretical conceptualization of the stat€’s financial security. Financial Space, 4, 27-37.
https.//doi.org/10.18371/fp.4(40).2020.221669 [in Ukrainian]

148 06nik i piHaHck, Ne 3(109), 2025
e-ISSN 2518-1181, www.afj.org.ua



