u] 0

The long-term pressure of the COVID-19 pandem-
ic and hostilities in Ukraine have caused catastroph-
ic consequences in all sectors of life, which negatively
affect the overall level of economic security of the state.
In these circumstances, the task to adjust the mech-
anisms for assessing the state of economic security,
taking into account existing non-standard challeng-
es, is urgent. The object of this study is the processes of
transformation of mechanisms for monitoring the state
of economic security of the state under conditions of
global instability.

The conceptual foundations for monitoring the state
of economic security of the state have been deep-
ened and, taking into account the results of the expert
assessment, the directions of its modification have
been proposed for practical application. The need to
revise the weighting values of indicators of the state
of economic security, taking into account the princi-
ple of “critical” link, has been determined. The need
to update the list of indicators of the state of economic
security, taking into account structural changes in the
state economy, was emphasized. It is recommended
to use the multiplicative form of the integral indicator
of the state of economic security instead of the addi-
tive one, as well as the method of the reference coeffi-
cient instead of the normalization method relative to the
scope of variation.

The state of economic security in the context of
its structural parts is comprehensively assessed. The
existing trends of deterioration of the state of demo-
graphic, investment-innovative, macroeconomic sub-
systems, which should be considered as sources of
“weak link”, have been registered. The decrease in the
level of economic security from 52 % in 2007 to 47 % in
2021 has been proved.

The practical use of the scientific results reported
here could contribute to improving the effectiveness of
management decisions aimed at strengthening the sys-
tem of economic security of the state under modern con-
ditions of global instability
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1. Introduction

The conditions of global instability are a complex and mul-
tidimensional phenomenon that can arise due to geopolitical
conflicts, economic crises, social protests, environmental cri-
ses. Such conditions cause deterioration of living standards,
rising unemployment and poverty, a decrease in the quality of
life, and a general decrease in the level of economic security of
the state. The conditions of global instability refer to a situa-
tion where the world economy or geopolitical situation is in a
precarious state, which can lead to a significant decrease in
the global level of security and stability.

The conclusion about the existence of global instability
can be made in the presence of geopolitical tensions, deep
economic crises, environmental crisis, social protests, armed

|DOI: 10.15587/1729—4061.20234275834|

DEVELOPMENT OF
DIRECTIONS FOR
IMPROVING THE
MONITORING OF THE
STATE ECONOMIC
SECURITY UNDER
CONDITIONS OF GLOBAL
INSTABILITY

Anastasiia Poltorak

Corresponding author

Doctor of Economic Sciences, Associate Professor
Department of Management and Marketing**

E-mail: poltorak@mnau.edu.ua

Yuriy Volosyuk

PhD, Associate Professor

Department of Information Systems and Technologies**
Svitlana Tyshchenko

PhD, Associate Professor

Department of Economic Cybernetics

and Mathematical Modeling**

Olha Khrystenko

PhD, Associate Professor*

Volodymyr Rybachuk

PhD, Associate Professor*

*Department of Business Economy**

**Mykolayiv National Agrarian University

Heorhiya Honhadze str., 9, Mykolayiv, Ukraine, 54008

How to Cite: Poltorak, A., Volosyuk, Y., Tyshchenko, S., Khrystenko, O., Rybachuk, V. (2023). Development of directions for
improving the monitoring of the state economic security under conditions of global instability. Eastern-European_Journal of
Enterprise Technologies, 2 (13 (122)), 17-27. doi: https.//doi.org/10.15587/1729-4061.2023.275834

conflicts, migration flows, threats to global security. Reduc-
ing the risk of global instability and developing mechanisms
to counteract this phenomenon are important tasks for the
international community and individual states. An important
part of such measures should be global cooperation and co-
ordination of efforts of international communities to counter
global instability and the challenges it poses to the world.
The long-term pressure of the COVID-19 pandemic and
full-scale hostilities in Ukraine have caused catastrophic
consequences in all sectors of life, which negatively affect
the level of economic security of Ukraine and other coun-
tries of the world. Economic security of the state is a com-
plex concept that contains a generalization of indicators of
many indicators of the security situation in various fields:
financial, food, foreign economic, energy, demographic, so-




cial, industrial, investment and innovation, macroeconomic.
According to various estimates, Ukraine’s GDP in 2022
decreased by 35-50 %, and every second enterprise ceased
to function effectively. Based on this, the general system of
government is significantly changing, including the mecha-
nisms for ensuring the level of its economic security. In the
context of economic globalization, the supply and demand of
both food and energy between countries are closely related.
The existing conditions of global instability cause the great-
est negative consequences for other countries of the world in
the field of energy and food security, which are important
components of economic security. Since Ukraine is a major
exporter of agricultural products, researchers and scien-
tists emphasize that hostilities will exacerbate the already
unstable situation with food security in many developing
countries. This will cause disruptions in the production and
export of agricultural products, accelerating price increases
in import-dependent countries.

Under these conditions of global instability, the existing
mechanisms for monitoring the state of economic security of
the state require adjustments that would take into account
the rapid change in the conditions for ensuring economic
security and the influence of new factors. The relevance
of the chosen scientific problems is justified by the need
to transform the mechanisms for monitoring the state of
economic security of the state under conditions of global in-
stability. This will contribute to improving the effectiveness
of management decisions aimed at strengthening the system
of economic security of the state under conditions of global
instability.

2. Literature review and problem statement

Our bibliometric analysis using the tools of Vosviewer
v.1.6.18 and Google Analytics provided an opportunity
to identify research groups of scientists with significant
achievements in the field of monitoring the state of economic
security at the state level. These works formed the basis for
the analysis below.

Paper [1] considers the strategies of debt and investment
management under the conditions of the financial crisis. This
article discusses a market that is subject to risks in four areas:
inflation, investments, income risks, fixed assets, but other
components of the state’s economic security are overlooked.
The authors of study [2] summarized financial security
data on more than 150 countries for the period 1960-2014.
The study base covers four elements: IMF funding, foreign
exchange reserves, regional financing mechanisms, and cen-
tral bank swap lines. The result are important but require
further consideration, taking into account new challenges.
The role of the global financial cycle in stimulating inter-
national capital flows in emerging economies is considered
in [3], but it cannot be confidently guaranteed that the find-
ings can be used by other countries. The authors of article
[4] built a model of ontology of financial risks to adapt to the
variability, complexity, and relevance of risk in early warn-
ing and preliminary control. Study [5] presents proposals
for strengthening the financial security of the agricultural
sector of the state as the basic system-forming sector. These
conclusions need to be revised taking into account changes
in external factors affecting the investigated indicators.
In [6], the researchers’” attention is also focused on improv-
ing the work of agricultural enterprises since the level of

their liquidity and profitability is the basis for ensuring the
economic security of the state. Due to the fact that under
the existing conditions the conditions of functioning of ag-
ricultural enterprises are significantly changing, the formed
conclusions can be revised and supplemented.

Study [7] considers the management of the innovative
potential of the enterprise, the construction of an innovative
strategy for its development as the basis for ensuring econom-
ic security. However, doubts remain about the possibility of
using the above recommendations at enterprises of certain
organizational and legal forms. The purpose of article [8]
is to summarize different points of view on how innovative
products and services contribute to the sustainable devel-
opment of society and ensure economic security. Paper [9]
presents the author’s view of how innovative enterprises in
transition countries function with institutional constraints,
increasing their efficiency and ensuring economic security.
The authors of work [10] propose to consider a closed-loop
economy as a “way of doing business”, “a way of thinking” to
strengthen economic security. In works [11, 12], the consid-
eration of the components of economic security has begun
and a doctrinal model for ensuring the financial security of
the state is proposed, the key elements of which should be
adjusted taking into account the current economic situation.

Some aspects of external knowledge resources to ensure
economic security in developing countries are discussed
in [13]. Study [14] draws an important conclusion that glob-
al crises and social upheavals are causing a transformation
in states that opens up decades of renewal. The authors
emphasize that from a regional point of view, these changes
have both opportunities and risks. Accordingly, to ensure
economic security and collective solution of future problems,
the interaction of regional players in science, economics,
society, administration, and the environment is required.
In [15], the assessment of economic added value created by
innovative multinational companies in Poland is carried out,
but the question of the possibility of applying the results
obtained in other countries remains without the attention of
the authors. The assessment of food security in the system of
economic security of the state was carried out in work [16],
but the existing challenges associated with military aggres-
sion against Ukraine require further consideration. The
authors of study [17] emphasize that the factor of technolog-
ical environmental and market regulation affects the level of
coherence of the development of the regional system of green
innovations and ensuring economic security. In work [18],
the authors pay attention to the development of an innova-
tive methodology for the study of systems on the example of
the shadow economy as an invariant of the system of eco-
nomic security of the state, but its other components are left
out of the attention of the authors.

Article [19] monitors the state of financial and economic
security of Ukraine and compares the main indicators with
similar indicators of economically highly developed coun-
tries. However, the author of the study paid attention to
the analysis of a limited number of macroeconomic indica-
tors (for example, GDP per person), which makes it impos-
sible to draw comprehensive conclusions about the state of
financial and economic security of the state.

Work [20] clarifies the role of financial monitoring in
ensuring the economic security of the state. However, the
directions for improving the effectiveness of monitoring the
state of economic security of the state are limited to recom-
mendations in the field of minimizing the risks associated



with counteracting the legalization of proceeds from crime,
financing terrorism, and the proliferation of weapons of mass
destruction.

Therefore, under the conditions of global instability, it
is necessary to make timely changes to the mechanisms for
monitoring the economic security of the state. The need to
improve these mechanisms continues to be urgent, which
will make it possible to obtain more accurate results on
the state of economic security of the state in their practical
application.

3. The aim and objectives of the study

The aim of this study is theoretical and methodological
substantiation of practical approaches to the transformation
of mechanisms for monitoring the state of economic security
of the state under conditions of global instability. This will
make it possible to take into account the peculiarities of the
rapid change in the conditions for ensuring the economic
security of the state in the process of assessing its condi-
tion and, accordingly, to single out effective directions for
strengthening the economic security of the state.

To accomplish the aim, the following tasks have been set:

— to summarize the conceptual foundations for monitor-
ing the state of economic security of the state;

— to propose directions for modifying the methodology
for assessing the economic security of the state under condi-
tions of global instability;

— to comprehensively assess the state of economic securi-
ty of the state in the context of its structural parts.

4. The study materials and methods

The object of our study is the processes of transformation
of mechanisms for monitoring the condition of economic se-
curity of the state under conditions of global instability. The
subject of this study is a set of theoretical, methodological,
and practical aspects of the transformation of mechanisms
for monitoring the condition of economic security of the
state under conditions of global instability.

The implementation of the study is based on the idea of
improving the mechanisms for monitoring the condition of
economic security of the state under conditions of global in-
stability. The basis of this study is the hypothesis that global
instability in the state, including caused by military aggres-
sion, leads to the need to adjust the existing mechanisms for
monitoring the condition of economic security of the state.

Our bibliometric analysis, conducted using the tools
of Google Analytics and Vosviewer v.1.6.18, allowed us
to systematize research groups with important scientific
achievements in the field of monitoring the state of eco-
nomic security. The use of Vosviewer v.1.6.18 provided an
opportunity to build bibliometric networks that summarize
scientists and individual scientific publications in the field of
the studied topics. These networks were formed on the basis
of bibliographic communication and citations, as a result of
which the generalized information became the basis of the
list of key groups of literary sources of scientists who consid-
ered the problem under study.

The theoretical basis of this study was the system
of scientific provisions in the fields of economic theory,
strengthening economic security at the state level, strategic

management, theories of international relations, and devel-
opment theory.

To solve the above-mentioned problems, our paper uses
system-structural analysis and synthesis — to identify im-
portant indicators of the state of each of the economic secu-
rity subsystems. Aspects of the system-structural nature of
economic security arose due to the expediency of finding out
how the deviation of the level of each of its subsystems from
optimal indicators affects the change in the overall level of
security of the economic system of the state.

The method of scientific abstraction, dialectical and his-
torical method are applied in the process of clarifying the es-
sence of the category “monitoring the condition of economic
security of the state”. Thus, the study of the processes of
economic life provided an opportunity to single out the main
features of this economic category, maximally abstracting
from secondary categories.

The method of expert assessment is used to clarify the
weighting coefficients for certain indicators of the condition
of the subsystems of economic security of the state under
conditions of global instability. For this analysis, the results
of a survey of experts who were selected on the basis of place
of work and the presence of a scientific degree were used.
Important conditions for the application of this method are a
significant level of awareness of the expert with the question
under study, the level of erudition, as well as the ability to
formulate clear answers. In addition, it was taken into ac-
count that the experts who participated in the survey were
in no way interested in its results. After determining the
numerical characteristic of the importance of each indicator,
a “linear convolution” was used (weighted sum method, ad-
ditive utility function).

To normalize indicators of the state of economic security,
the normalization method was used — relative to the scope
of variation. To determine the boundary values of a certain
range of characteristic values of indicators of the state of
economic security, methods were used: macroeconomic mod-
els, nonlinear dynamics, functional dependences, stochastic,
methods of expert assessments, heuristic, legislative approach.

The abstract-logical method is used at all successive
stages of transformation of mechanisms for monitoring the
condition of economic security of the state under conditions
of global instability. Through the application of the ab-
stract-logical method, the essence of the economic category
“monitoring of the state of economic security of the state”
was formulated, the main hypothesis was put forward, and
generalizations and conclusions were formed.

5. Results of transformation of mechanisms for
monitoring the condition of economic security of the
state under conditions of global instability

5. 1. The results of the generalization of the concep-
tual foundations of monitoring the condition of economic
security of the state

The main approved methodology for monitoring the
condition of economic security of the state is presented
in [21]. The document has an informational, explanatory,
and recommendatory nature, respectively, it is not consid-
ered mandatory.

This methodology defines a list of indicators of the con-
dition of economic security at the state level, ranges of values
that are considered optimal, satisfactory and unsatisfactory,



dangerous and critical. These data are used in the process of
applying the mechanism for determining the integral indi-
cator of the level of economic security at the state level and
its components.

Comprehensive monitoring of the condition of econom-
ic security of the state contributes to the identification of
possible threats and further management decisions aimed at
strengthening the security situation in the economic sector.
In addition, the methodology is designed to monitor indi-
vidual components of economic security in order to analyze,
prevent, and neutralize real and potential threats in the eco-
nomic sector of the state.

The economic security of the state is characterized by a
set of nine indicators, which is advisable to highlight in the
form of a vector ES,; :{xU,xzj,x3j,x4j,x5j,x6].,x7].,ij,xgj}.

To monitor the condition of economic security of the
state, it is necessary to assess the status of its constituent
elements (integral indices), based on the results of the anal-
ysis of the values of indicators selected according to the
principles of information accessibility, reliability, and rep-
resentativeness. Some of the indicators are statistical data
on different sectors of the economy while the other part is
the results obtained using the method of expert assessment.

A thorough analysis of the indicators of the condition of
economic security of the state provides grounds to conclude
about the degree of influence of internal and external threats
on this complex system and the creation of favorable ones
for its balanced development. In addition, the results of this
analysis signal not only the condition of economic security
subsystems but also the specifics of the appropriate level of
management (households, business entities, sectors of the
economy, regions, and the state as a whole).

All indicators of the condition of economic security at
the state level are multidirectional and have different dimen-
sions, therefore, after direct calculation, the results obtained
should be brought to information unidirectionality and a
single dimension of interpretations. This process occurs
through the normalization of indicators, namely their trans-
fer to the range of [0,1] — into dimensionless values. This is
necessary, firstly, to ensure a common understanding of the
results obtained and the possibility of comparing them, and
secondly, due to the fact that the components of the vector
must be dimensionless quantities. Normalization can occur
by various methods, which are mainly based on comparing
the calculated values of indicators with constant indicators
(optimal, threshold, minimum or maximum levels).

In the Methodology [21], to normalize indicators of the
condition of economic security, it is recommended to apply the
normalization method — relative to the scope of variation (1):

xij - ‘xmin xmax B xij
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where § is the indicator-stimulant;

D — indicator-destimulant;

y;; — dimensionless value of the i-th indicator of the condi-
tion of economic security in j period;

Xmax, Xmin — 1imit values of the i-th indicator of the condition
of economic security in a specific range of characteristic values.

To determine the limit values of a certain range of char-
acteristic values of indicators of the condition of economic
security, methods are used: macroeconomic models; nonlinear
dynamics; functional dependences; stochastic; methods of
expert assessments; heuristic; legislative approach, and others.

For each of the indicators, weighting coefficients are also
determined — a numerical characteristic of its importance
in comparison with other indicators in the process of cal-
culating subindexes of the condition of economic security.
Thus, with the help of weighting coefficients, dimensionless
values of indicators are summarized in the integral value of
subindexes.

Most often, the numerical characteristic of the impor-
tance of a particular indicator is determined using rather
subjective methods of expert assessments (for example, the
method of pairwise comparisons). This can significantly
reduce the effectiveness of monitoring the condition of
economic security of the state under conditions of global
instability. Thus, the numerical characteristics of the impor-
tance of a certain indicator should be systematically revised
under conditions of global instability, critical changes in the
economic situation, and structural changes in the national
economy. This will make it possible to take into account the
current condition of the economic system of the state and
timely adjust the weighting factors, taking into account the
influence of new factors.

After determining the numerical characteristic of the
importance of each indicator, a “linear convolution” is ap-
plied through the use of the weighted sum method, an addi-
tive utility function (2):

ESJ' = Zi:1aiy ij?
where
Z;ai =1, and a,>1, 2)

where ES; is the level of economic security at the state level
in the period j;

a; — numerical characteristic of the importance of the i-th
indicator of the condition of economic security.

Thus, the generalization of the conceptual foundations
for monitoring the condition of economic security of the
state made it possible, among other things, to systematize
the existing shortcomings of the basic methodology, which
should be taken into account under the conditions of global
instability of the state’s economic system.

5. 2. Results of the modification of the methodology
for assessing the economic security of the state under
conditions of global instability

The following are contradictory aspects of the process of
monitoring the condition of economic security of the state in
the face of global instability for practical application:

1. The expanded list of indicators of the condition of
economic security complicates the process of monitoring the
security situation and can be used as a base only for calcu-
lating the annual integral indicator. The implementation of
operational analysis is almost impossible due to the approved
frequency of publication of most of the proposed indicators
and the specifics of the indicators used.

2. The recommendatory nature of the methodological ap-
proach actually devalues the results of the analysis obtained
in the process of its application. Adjustment of the national
security strategy and strategy for ensuring its components
occurs without necessarily taking into account the results of
the analysis of the condition of economic security.

3. The state of the shadow economy in the process of
determining the condition of economic security of the state



is almost not taken into account. Thus, the indicator of the
volume of withdrawn capital is calculated using a simplified
method, solely on the basis of data from national accounts.
Given the shadowing of the economy and its significant
impact on the level of economic security of the state, this
disadvantage is significant.

4. The corruption component, as well as the level of shad-
owing of the state’s economy, is not taken into account in the
process of calculating the condition of economic security.
The level of perception of corruption significantly affects the
condition of economic security of the state, respectively, this
aspect should be presented among the indicators that signal
the condition of economic security of the state.

5. The above list of indicators excludes the possibility of
their use as a basis for comparing the condition of economic
security of the regions.

One of the key points of tectology is the statement that
the stability of the system depends on the stability of its
weakest link. Therefore, it is appropriate to conclude that
in the process of monitoring the condition of economic se-
curity it is necessary, firstly, to systematically analyze the
indicators of its subsystems, internal and external threats.
Secondly, it is important to draw a conclusion about their
synergistic influence on the level of economic security of
the state. Thirdly, it is imperative to identify indicators, the
values of which signal the criticality of the dynamics of the
development of certain components of economic security, the
negative trends of which can have a significant impact on the
development of other subsystems.

Thus, high-quality monitoring of indicators of the con-
dition of economic security and identification of the weakest
points in its subsystems will make it possible to form strate-
gic directions for strengthening the economic security of the
state. These directions will be the minimum priority actions
that will lead to the planned result. The use of this principle,
which is more appropriate to perceive as a guide in highlight-
ing important threats to the condition of economic security
and directions for its strengthening, allows us to conclude
that the measures of influence on the expected result are
unevenly contributed.

Along with the principle of “weak link”, it is appropriate
to take into account the principle of «strong link”, which
contains statements about improving the efficiency of sys-
tems through the use of strengths. It is also appropriate to
apply the principle of “critical” link, that is, the selection of
the characteristics of the economic security system, which
has a decisive influence on its level. Thus, the critical link
can be both weak and strong, the main thing is that its influ-
ence should be more significant than others.

The purpose of the expert assessment in the form of a
standardized interview was to summarize information on
trends in the development of certain areas of the state’s econ-
omy, to identify external and internal threats to its security,
to clarify the hierarchy of influences, as well as regulatory
measures. The information formed as a result of the analysis
of the obtained data made it possible to summarize proposals
for improving the methodology for assessing the condition of
economic security of Ukraine and its components.

Based on the identified contradictory aspects of the pro-
cess of monitoring the condition of economic security and
the existing conditions of global instability, the directions
of transformation of the methodology for monitoring the
condition of economic security of the state for its practical
application are proposed, including:

1. Compliance with the condition of timely revision
of the values of weighting coefficients, which numerically
characterize the importance of a particular indicator in com-
parison with other indicators of the condition of economic
security. This recommendation should be taken into account
by taking into account the principle of a critical link, that is,
the selection of indicators of the condition of economic secu-
rity, the value of which has a decisive influence on its level.

2. In the process of determining the weighting factors of
indicators, the replacement of subjective expert assessments
in favor of objective methods (the method of the main com-
ponents; game methods; modeling methods). The application
of the method of expert assessments, taking into account
certain limitations and features, provides results that, how-
ever, cannot be considered completely objective.

3. Systematic updating of the list of indicators of the con-
dition of economic security, taking into account the princi-
ple of “critical” link, structural changes in the state economy
and the existing conditions of global instability. The meth-
odology [21] notes that the revision of a set of indicators of
the condition of economic security, as well as the intervals of
their values, should occur if necessary, but at least 1 time in
5 years. At the moment, no changes have been made to the
methodology of 2013. Accordingly, the set of changes in the
national economy requires certain adjustments in the estab-
lished methodology.

The system of indicators of economic security cannot be
sustainable, it must be changed and supplemented both in
terms of the set of indicators and in relation to their thresh-
old values and weighting coefficients. The system of indica-
tors of economic security should be based on the principles of
complexity, adequacy, consistency, continuity, hierarchical
and unambiguous.

In the process of assessing the state of debt security in
the system of economic security, it is additionally advisable
to analyze the following indicators:

— the ratio of the volume of payments for debt servicing
to the income of the state budget (now this indicator is con-
sidered in the subsystem of budget security);

— the ratio of external debt to annual exports;

— the ratio of the cost of debt servicing to annual exports
and GDP;

— the share of short-term public debt in its total amount;

— the ratio of international reserves to short-term pub-
lic debt.

It is also proposed to consider as an indicator of the state
of debt security in the system of economic security of the
state an indicator of the long-term sovereign credit rating of
the state rating by the agency Standard & Poor’s. Given that
the proposed indicator is a stimulant, respectively, its ranges
of values and compliance with their normalized indicators
are as follows:

—optimal range: AAA — 1.0; AA+ —0.92; AA — 0.87,
A - -0.82;

— satisfactory range: A+ — 0.8; A — 0.7, A— — 0,62;

— unsatisfactory range: BBB+ -0.6; BBB — 0.5;
BBB - -0.42;

— dangerous range: BB+ —0.4; BB — 0.37; BB— —0.33;
B+ -0.30; B - 0.25; B— -0.22;

— critical range: CCC+ —0.2; CCC - 0.17; CCC- -0.15;
CC-0.10; C-0.05;D - 0.

4. Given the nonlinearity of economic processes, the use
of a multiplicative form of the integral indicator of the con-
dition of economic security (3) instead of the additive form:
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where

> a,=1 and a;21. (3)

The use of a multiplicative form of an integral indicator
of the condition of economic security avoids compensating
for the value of the integral indicator for individual indica-
tors at the expense of others.

5. Application of the method of reference coefficient (4)
instead of the method of normalization relative to the scope
of variation (1):
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The method of normalization relative to the scope of
variation does not fully characterize the variation of the
trait. This is explained by the fact that this method does not
take into account the frequencies and all values of the trait
under study and are intermediate between the limits in a cer-
tain range of characteristic values. Accordingly, the range of
variation depends on the threshold values of the range, but
these values may not be typical enough, which will lead to a
narrowing of the scope of practical application of the indica-
tor of the scope of variation.

6. The use of a methodical approach to the express anal-
ysis of the condition of economic security, which is based on
an abbreviated list of indicators of economic security, will
make it possible to simplify the process of monitoring the
state of security.

5. 3. Results of assessing the condition of economic
security of the state in the context of its structural
parts

Taking into account the fact that the integral value of
the state’s economic security contains generalized indices
for its 9 subsystems, the dynamics of the state of indicators
of the state’s energy security as a critical subsystem for
2015-2021 were analyzed (Table 1).

Throughout the entire study period 2015-2021, the
value of the indicator “The share of own sources in the
balance of fuel and energy resources of the state” corre-
sponds to the range of values [60; 70], which is considered
an unsatisfactory range of values. The level of import
dependence on the dominant resource in the total supply
of primary energy during 2020-2021 corresponds to the
range of optimal values. Depreciation of the main produc-
tion assets of enterprises of the fuel and energy complex
for 2018-2021 exceeds 60 %, which indicates compliance
with the critical level and is considered as one of the weak-
est links in this subsystem of economic security of the
state. A similar situation was recorded with the indicator
“The ratio of investments in enterprises of the fuel and
energy complex to GDP”. The value of the indicator “Coal
reserves”, which as of the end of 2021 corresponds to only
0.4 months of consumption, is also critical. The share of
losses during transportation and distribution in energy
consumption varies in the range of [3.5; 4.2], although
2 % is the maximum value of the critical level, that is, the
recorded values indicate extremely dangerous values of
the indicator.

The dynamics of the status of indicators of investment
and innovation security of the state in the system of its
economic security are given in Table 2.

Table 1
Dynamics of the status of indicators of energy security of the state in the system of its economic security
Years/Energy Security Indicator, %
2015 | 2016 | 2017 | 2018 | 2019 | 2020 | 2021
The share of own sources in the balance of fuel and energy resources of the state, %
65.0 | 682 | 60.7 | 63.5 | 61.0 | 64.4 | 64.4*
The level of import dependence on the dominant resource in the total supply of primary energy, %
4838 | 342 | 438 | 32.8 | 423 225 | 299
The share of fuel imports from one country (company) in the total volume of its imports, %
34.1 | 245 | 285 | 329 | 333 | 314 | 240
Depreciation of fixed production assets of enterprises of the fuel and energy complex, %
82.6 | 62.1 | 57.0 | 737 | 68.9 | 69.9 | 68.0
The ratio of investments in enterprises of the fuel and energy complex to GDP, %
1.20 | 1.30 | 0.97 | 0.98 | 1.42 | 0.86 | 0.90
Natural gas reserves, months of consumption
4.90 | 4.00 | 5.20 | 5.20 | 8.10 | 8.70 | 5.60
Coal reserves, months of consumption
1.70 | 0.90 | 0.90 | 0.80 | 1.30 | 0.80 | 0.40
The share of renewable sources in the primary energy supply
3.00 | 3.90 | 4.40 | 4,60 | 4.90 | 6.60 | 6.60*
Share of losses during transportation and distribution in energy consumption, %
3.70 | 3.70 | 3.50 | 3.80 | 4.10 | 4.20 | 4.20*

Source: calculated and summarized by authors according to procedure from [21] and data from [22]. * — the data can be clarified because
according to the guidelines for indicators that have a frequency of publication once a year, or are published with a time delay, the last available

values can be used



Table 2

Dynamics of the status of indicators of investment and innovation security of the state in the system of its economic
security

Years/Indicator of investment and innovation security, %

2015 | 2016 | 2017 | 2018 | 2019 | 2020 | 2021
Gross accumulation of fixed capital, % of GDP
135 | 155 | 1538 | 17.6 | 176 | 134 | 12.4
The ratio of the value of newly introduced fixed assets to the volume of capital investments, %
79.3 | 56.3 | 53.0 | 52.9 | 70.1 | 89.7 | 89.7*
Investment favorability index of the business environment
48.7 | 52.0 | 55.2 | 56.6 | 56.8 | 50.3 | 50.3%
The ratio of net growth of foreign direct investment to GDP, %
0.1 | 4.10 | 330 | 3.40 | 3.40 | ~0.04 | 3.44

The ratio of loans granted to non-financial corporations and households for the purchase, construction and reconstruction of real estate
(cumulatively) in % of GDP

2.60 | 2.60 | 1.90 | 2.10 | 1.60 | 1.20 | 0.90
The size of Ukraine’s economy, % of world GDP
0.12 | 0.12 | 0.14 | 0.15 | 0.18 | 0.18 | 0.18*
Share of scientific, research and technical works performed in GDP, %
0.55 | 0.48 | 0.45 | 0.47 | 0.43 | 0.41 | 0.41%
Internal expenditures on the implementation of research at the expense of the state budget, % of GDP
0.20 | 0.16 | 0.16 | 0.17 | 0.17 | 0.17 | 0.17*
Number of specialists performing scientific and technical work up to the number of employed population (per 1000 people)
6.17 | 458 | 424 | 4.05 | 353 | 3.68 | 3.68*
The share of enterprises that introduced innovations in the total number of industrial enterprises, %
15.2 | 16.6 | 14.3 | 15.6 | 13.8 | 14.9 | 14.9*
The share of innovative products sold in the volume of industry, %
1.40 | 1.40 | 0.70 | 0.80 | 1.30 | 1.90 | 1,90

The ratio of exports of royalties. licensed services. computer and information services. scientific and design developments. services in
architectural. engineering and other technical industries to GDP, %

2.40 | 2.50 | 2.50 | 2.70 | 3.00 | 3.50 | 3.70
The proportion of people who reported that they have used Internet services over the past 12 months (household survey)
49.0 | 53.0 | 59.0 | 63.0 | 70.0 | 76.0 | 80.0

Source: calculated and summarized by authors according to procedure from [21] and data from [22]. * — the data can be clarifie, because accord-
ing to the methodological recommendations for indicators that have a frequency of publication once a year, or are published with a time delay,
the last available values can be used

Similarly, the values of Table 3
indicators for other subsys- The level of financial security by components
tems of economic security - - X

Years/Financial security component, %

of the state for 2015-2021 2005 | 2016 | 2017 | 2018 | 2019 | 2020 | 2021
are calculated and analyzed. W P—
The level of financial secu- udset security
rity of the state in terms of 59 | 59 | 50 | 56 : | 52 | 46 | 48
components is summarized Debt security
in Table 3. 2 [ 16 [ 19 ] a1 | or | w4 [ 30

Based on the results of Currency security
the modification of the meth- 42 | 50 | 59 | 65 | 65 | 68 | 70
odology for assessing the eco- Monetary security
nomic security of the state 43 | 48 | 54 [ 48 [ 39 [ 35 [ 39
}mder. §onditions of global Banking security
mstgblllty, t.}tle ‘levell of1 eC(zi- 17 | 21 | 23 | 38 | 27 | 31 | 25
NOMIC SECUTILY 15 Calell .ate ! Security of the out-of-bank financial market
integral, and for individual

37 | 32 ] 31 [ 34 | 3 | 3 | 31

components (Table 4). S 22

The results of the calcu- General calculated financial security index
lation of the integral indica- 35 | 38 | 40 | 45 | 42 | 40 | 41

tor of economic security of Source: calculated and summarized by authors according to methodology from [21] and data from [22]
the state for 2007-2021 are  taking into account the results of modification of the methodology for assessing the economic security of the
highlighted in Fig. 1. state under conditions of global instability



The level of economic security: integral and in terms of individual components, %

Table 4 regions. Among the main shortcomings is
also highlighted the presence of problems

with the implementation of operational

Source: calculated and summarized by authors according to methodology from [21]
and data from [22], taking into account the results of modification of the methodology
Jor assessing the economic security of the state under conditions of global instability.
* — the data can be clarified because according to the methodological recommenda-
tions for indicators that have a frequency of publication once a year, or are published

with a time delay, the last available values can be used

Years/Economic Security Component assessment since most of the indicators
2015 | 2016 [ 2017 [ 2018 | 2019 | 2020 [ 2021 are quite specific. The use of the additive
Production safety form of calculation of the integral indica-
47 | 56 | 59 | 58 | 57 | 54 | 51 tor of economic security and the subjec-
Demographic security tivity of the process of determining the
43 | 46 [ 4t [ a4t | 39 | 40 [ 37 weight of each of the indicators also form
Energy security additiopal 'shortcomingls. in the process
5 | 58 | 5 | 53 | 9 | 18 | 8" of momtormg the condition of economic
Foreign economic security Securllty Of the Sta‘Fe. .

Directions for improving the method-

37 | 40 | 36 | 36 | 40 | | 42 | . ; :
_ _ . ology for assessing the economic security

Investment and innovation security of the state are proposed, including:

35 | 30 | 30 ET | 31 | EE —use of an express approach to the
Macroeconomic security analysis of the condition of economic
3t | 3 | 37 | 40 | 4 | a4 | a1 security of the state, which is based on
Food security an abbreviated list of indicators of eco-
92 | 92 | 91 | 90 | 89 | 36 | 88 nomic security and simplifies the process
Social security of timely monitoring of the security sit-

55 | 54 | 59 [ 59 [ e [ e [ e+ | uatiom o o
Financial security — systematic revision of the we.lg.htlng
factors of indicators of the condition of

35 | 38 | 40 | 45 | 42 | 40 | 41 . . .
— - - economic security and the corresponding
Integral indicator of the level of economic security expansion of the list of methods on the
4| 47 | 48 | 49 | 49 | 48 | 47 basis of which they are determined, by re-

ducing the use of subjective expert assess-
ments in favor of more objective methods;
— updating the list of indicators of
economic security of the state, taking into
account structural changes in the state
economy;
—use of the multiplicative form of

54 the integral index of economic security

g 32 instead of the additive form (3);
§ < 50 — application of the method of refer-
S 48 ence coefficient (4) instead of the method
Oz of normalization relative to the scope of

To) § 46 variation (1);

> 2 44 — expansion of the methodology for
o 12 normalization indicators of economic se-
40 curity (f)f thehst(iateb thrgugh t}llle estabflisfll-
ment of methods based on the use of the
,\96\ ,\)@% W@o’ ,\9\% qg\\ ,»Q\q' ,\9\% (\9\% qp\% ,@b ,\9\/\ ,\9\% ,\9\0’ @"9 qp"'\ reference coefficient or limit values of
Year certain indicators in a certain period of

Fig. 1. Dynamics of the integral indicator of the level of economic security of

the state

Thus, the results of the calculated integral level of eco-
nomic security show that during 2018-2021 the level of
economic security of the state tends to decrease.

6. Discussion of results of the transformation of
mechanisms for monitoring the condition of economic
security of the state under conditions of global instability

The basic methodology for assessing the condition of
economic security of the state is of a recommendatory
nature, in addition, it is extremely difficult to apply it to
monitor the condition of economic security of individual

research. Such methods of normalization
should vary depending on the specifics
of the indicator and the peculiarities of
structural changes in the state’s economy.

Our results of the study on the transformation of mech-
anisms for monitoring the condition of economic security of
the state under conditions of global instability indicate the
need to continue scientific research in this area.

In a thorough work [1], debt and investment manage-
ment strategies in the financial crisis are considered, and the
authors of study [2] summarized financial security data on
150 countries for the period of 1960—-2014. Continuing the
research of the authors of [1, 2], the condition of financial
security of the state as an important component of its eco-
nomic security was assessed (Table 3). An important result
of this monitoring is the conclusion about the existing trends
in the deterioration of the budget, monetary and security of



the non-bank financial market for the period 2015-2021.
Thus, it is these subsystems of financial security that should
be considered as sources of “weak link” in the field of ensur-
ing the financial security of the state.

In [7], the conclusions concerning the construction of
an innovative strategy for its development as the basis for
ensuring economic security are obtained, and work [8] con-
siders how innovative products and services contribute to
the sustainable development of society and ensure econom-
ic security. The logical continuation of the research [7, 8]
was the results of monitoring the state of indicators of in-
vestment and innovation security of the state in the system
of its economic security (Table 2). It was found out that
the share of scientific work performed in GDP decreased
from 0.55 % in 2015 to 0.41 % in 2021, which corresponds
to the range of absolutely dangerous values of the condition
of economic security of the state. A similar situation was
recorded in relation to the dynamics of the values of the
indicator “The ratio of expenses for scientific, research and
technical work at the expense of the state budget”. Its sig-
nificance during 2015-2021 is in the range of [0.16; 0.20],
which indicates a critical state of development of this link
in the system of ensuring the economic security of the state.
In addition, it was found out that in 2015 there were more
than 6 people per 1000 people who performed scientific and
technical work while according to the results of 2021, this
number decreased to 3 people. Our conclusions confirm
and continue the results of research [17, 18], which began
consideration of the factor of technological regulation and
its impact on the level of economic security.

Interesting scientific results in the field of the stud-
ied topics were obtained by the authors of article [14], in
which the attention of scientists is directed to the impact
of global crises and social upheavals, including the level
of economic security of the state. The authors emphasize
that the collective solution of future problems requires
the interaction of regional players in science, econom-
ics, society, administration, and the environment. In the
study, monitoring of the condition of economic securi-
ty (Table 4) was carried out for the period of 2015-2021.
Thus, the results of full-scale hostilities on the territory
of Ukraine have not yet been reflected in the results of
the assessment of the condition of economic security of
the state. However, preliminary calculations allow us to
make assumptions about the presence of critical negative
changes in the indicators of various subsystems of eco-
nomic security of the state. These changes are caused by
military aggression against Ukraine and global economic
instability in the state. This is planned to be investigated
and confirmed in future scientific studies.

At the same time, there are certain limitations in this
study. In particular, in the process of monitoring the con-
dition of economic security of the state under conditions
of global instability, it is recommended to apply an express
analysis of the condition of economic security of the state
with an abbreviated list of indicators. Nevertheless, in a
situation of economic stability, it is advisable to apply the
classic, most complete set of indicators of the condition of
economic security of the state. In this situation, the list of
input indicators should be adjusted.

In addition, in this study, indicators of the state of food
security of the state as an important component of eco-
nomic security are calculated and evaluated in accordance

with the methodology from [21]. This fact can be consid-
ered as a certain disadvantage of this study since a set of
indicators of the state of food security needs to be revised
to take into account changes in the external situation. This
problem will be discussed in our subsequent publications
as it requires deep scientific understanding and thorough
consideration.

Non-standard factors influencing the condition of eco-
nomic security of the state, such as the long-term pressure
of the COVID-19 pandemic and full-scale hostilities in
Ukraine, are difficult to predict. Therefore, the process of
ensuring the economic security of the state should be revised
taking into account these factors. This is the direction of
future research, which has a powerful potential for scientific
work in the future. To a certain extent, the proposed direc-
tions of transformation of mechanisms for monitoring the
condition of economic security of the state under conditions
of global instability are available for practical use by all in-
terested parties.

7. Conclusions

1. During the generalization of the conceptual founda-
tions of monitoring the condition of economic security of
the state, the methodology for assessing the condition of eco-
nomic security of the state was comprehensively considered.
It was found that this category contains generalized integral
indices of nine subsystems: financial, food, foreign econom-
ic, energy, demographic, social, industrial, investment and
innovation, macroeconomic. The list of indicators of the
condition of economic security at the state level of state was
considered, ranges of values that are considered optimal,
satisfactory and unsatisfactory, dangerous, and critical. Giv-
en that all indicators of the condition of economic security
are multidirectional and have different dimensions, after
calculating them, the results obtained should be brought to
information unidirectionality. This process occurs through
their normalization, that is, the conversion to dimensionless
values in the range of [0, 1].

The methods by which the following can be carried out
are systematized:

— normalization of indicators (normalization method —
relative to the scope of variation; method of reference coef-
ficient);

— determination of threshold values of a certain indica-
tor (functional dependences; macroeconomic models; sto-
chastic; nonlinear dynamics; heuristic; legislative approach;
methods of expert assessments);

— calculation of weighting coefficients, which numerical-
ly describe the importance of a particular indicator in com-
parison with other indicators (method of expert assessments;
method of sensitivity theory; game methods; method of main
components; modeling methods);

— methods for calculating the integral indicator of the
state of financial security (method of weighted amounts (ad-
ditive utility function); multiplicative form of the integral
indicator).

2. Taking into account the results of the expert as-
sessment, it was proposed for practical application of the
direction of modification of the methodology for assessing
the economic security of the state under conditions of global
instability, among which the main ones are:



— systematic review of the values of the weighting coeffi-
cients of indicators of the condition of economic security of
the state, taking into account the principle of “critical” link;

— giving preference to objective methods in the process
of determining the quantitative values of the weighting
coefficients of indicators of the condition of economic secu-
rity (game methods; method of main components; modeling
methods) and gradual reduction of subjective expert assess-
ments in the process of such calculations;

— updating the list of indicators of the condition of econom-
ic security, taking into account structural changes in the state
economy, the existing conditions of global instability and the
principle of “critical” link;

— use of the multiplicative form of the integral index of
economic security instead of the additive form;

— application of the method of reference coefficient in-
stead of the method of normalization relative to the scope
of variation;

— use of a methodical approach to the express analysis
of the condition of economic security of the state, which is
based on an abbreviated list of indicators of economic securi-
ty and will provide an opportunity to simplify the process of
monitoring the security situation under conditions of global
instability.

3. The condition of economic security of the state in the
context of its structural parts is comprehensively assessed,
taking into account the directions of modification of the

methodology for assessing the economic security of the state
under conditions of global instability proposed for practical
use. The existing trends of deterioration of the state of de-
mographic, investment-innovation, macroeconomic subsys-
tem of economic security for the period of 2015-2021 were
recorded. Thus, it is these subsystems of economic security
(along with food and energy subsystems of global impor-
tance) that should be considered as sources of “weak link”
in the field of ensuring the economic security of the state.
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