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DIGITAL HUMAN RIGHTS IN THE CONTEXT OF TOTAL DIGITALIZATION AND
THE INTRODUCTION OF INTELLIGENT TECHNOLOGIES

Hocniooiceno cymuicme yugposux npas noOuHU 6 YMOBAX MOMAIbHOI yugposizayii ma
BNPOBAOINCEHHST MEXHON02IU wmyyHo2o inmenekmy. IIpoananizoeano KoHyenmyauvbHi nioxoou 00
BUBHAYEHHS YUPDPOBUX NPAB K NPOOOBIHCEHHI MPAOUYIIHUX NPA8 TIOOUHU 8 YUPPOBOMY cepedO8ULLi.
Oxpemy yesazy npuoileHo pusuUKam aieopummivHoi Ouckpuminayii, npooremam npo3opocmi
A6MOMAMU306AHO20 NPUUHAMMSA  piulenb ma 3axucmy HnepcoHanvbHux oanux. Posenanymo
ocobnusocmi peanizayii yugposux npasé 6 Yrpaini 6 ymosax 60€HHO20 cmaHy. 3anpoONOHOBAHO
HanpAMU B0O0CKOHANEHH NPA808020 MA THCMUMYYIIHO20 3a0e3NeyeHHs 3axXucmy yugposux npas
JIOOUHU.

Knrouosei cnosa: yugposi npasa noounu, yugdposizayis, wmyuHuil inmeiekm, aieopummiyHa
OUCKPUMIHAYIS, 3aXUCTN NEPCOHATILHUX OAHUX, BOEHHULL CTNAH.

The paper examines the essence of digital human rights in the context of total digitalization
and the introduction of artificial intelligence technologies. Conceptual approaches to defining digital
rights as a continuation of traditional human rights in the digital environment are analyzed.
Particular attention is paid to the risks of algorithmic discrimination, the transparency of automated
decision-making, and personal data protection. The specific features of the implementation of digital
rights in Ukraine under martial law are considered. Directions for improving the legal and
institutional framework for the protection of digital human rights are proposed.

Keywords: digital human rights, digitalization, artificial intelligence, algorithmic
discrimination, personal data protection, martial law.

Digital technologies increasingly influence economic activity, public administration and
everyday social interaction. Communication, financial services and access to public institutions are
now closely connected with digital platforms. At the same time, artificial intelligence (Al) systems are
being introduced into recruitment, banking, healthcare and other decision-making processes. These
changes directly affect the way fundamental human rights are realized.

Under such conditions, traditional legal approaches require reconsideration. The exercise of
rights is no longer limited to physical space, as many socially significant decisions are made or
supported by automated systems. This has led to the development of the concept of digital human
rights, understood as the adaptation of classical human rights to digital environments.

The purpose of this thesis is to analyze the nature of digital human rights, identify key risks
related to artificial intelligence, and determine directions for strengthening their protection in Ukraine.

Digital human rights include fundamental freedoms exercised within digital space. They are

closely connected with traditional human rights but reflect the specific features of information
technologies and automated systems [1].
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Figure 1. Digital Human Rights

Source: compiled by the author based on [2, p. 59].

These elements demonstrate that digital rights are not new rights in essence but rather a new
sphere of their implementation. However, the absence of a clear legislative definition creates
uncertainty in their protection and enforcement.

The integration of Al technologies into decision-making processes creates both opportunities
and risks. Automated systems allow large volumes of data to be processed efficiently, yet they may
also produce biased or unjust outcomes [3].

One of the main concerns is algorithmic discrimination. If Al systems are trained on
incomplete or historically biased data, their decisions may reproduce inequality. This is especially
problematic in areas such as employment, credit assessment and social services [5].

Another challenge is the limited transparency of complex algorithms. When individuals cannot
understand how a decision was made, their ability to challenge it becomes restricted. This affects
procedural fairness and trust in digital governance [3].

The large-scale collection and processing of personal data also increase privacy risks. Without
effective oversight mechanisms, both public authorities and private companies may misuse or
inadequately protect sensitive information [6].

The war in Ukraine has demonstrated the dual role of digital technologies. On the one hand,
digital platforms have facilitated communication, humanitarian coordination and documentation of
violations. On the other hand, wartime conditions have led to temporary restrictions in the digital
sphere and increased cybersecurity threats.

Security measures, including limitations on access to certain information and expanded data
access for defense purposes, have influenced the scope of digital rights [4]. This situation highlights
the difficulty of balancing national security with the protection of fundamental freedoms.

Even in emergency circumstances, restrictions on digital rights should remain proportionate
and legally justified. Oversight and accountability mechanisms remain essential.

Digital human rights represent the implementation of traditional human rights within digital
environments shaped by artificial intelligence and information technologies. Their protection requires
adaptation of legislation, transparent Al governance and effective personal data protection mechanisms
[11[3][6]

The Ukrainian experience demonstrates that digital transformation must be accompanied by
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responsible regulation, especially under conditions of crisis. Ensuring a balance between technological
development, security and human rights protection remains a key challenge for modern governance.
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DATA MINING FOR FORECASTING ACADEMIC SUCCESS AND ARCHITECTING
PERSONALIZED TRAJECTORIES

Y cmammi 0ocnioscyromecs MOANCIUBOCTE 3ACMOCYBAHHS MemOOi8 IHMeNeKmYaibH020 aHdli3y
oanux (Educational Data Mining) y cucmemax ynpaeninHs HABUAHHAM OJisl NPOCHO3YBAHHS
aKademiuHux OO0cCsicHeHb CmyOdeHmie ma QOopMy8aHHs NePCOHANIZ08AHUX OCBIMHIX MPAEKMOPIIL.
Posensanymo aneopummu mawunnoeo nasuanns — Random Forest, k-Nearest Neighbors ma wmyuni
HEUPOHHI Mepexci — AK THCMPYMEHMU PAHHbO20 BUSIGNIEHHS CHYOeHMI8 3 PUSUKOM 8IOpAXYEAHHA HA
ocHo8i nogedinkosux oaunux 3 naamgopm Moodle ma Canvas. Ilpoananizoeano sacmocysamnms
epaghosux 320pmKOBUX Mepexc I MYIbMUMOOAIbHUX OAHUX Oas aO0anmueHoi peKomeHoayii
HABYANILHO20 KOHMEHM) 8ION0GIOHO 00 IHOUBIOYANbHO20 pieHs 3HaHb. OKpemMo po32NaHymo NPaKmuKy
enposadcennsi EDM-nioxoodie 6 ykpaincbkux ynieepcumemax 6 yMo8ax 60€HHO20 CMAHY, 30Kpemd
0oceio HYbill Vkpainu ma Jlvsiscvkoi nonimexuixu. Obrpynmosano, wo inmezpayis npeOuKmueHux
aneopummié 3 a0anmueHUMU OCGIMHIMU CcUCmeMamu O0038011€ Mpancgopmyeamu ocgeimy 8io
PEaAKmuBHO20 OYIHIO8AHHS 00 NPOAKMUBHOT NIOMPUMKU 3000Y8a4i6 U0 0CEIMIU.

Knrouoei cnoea: inmenexmyanonuii amaniz OaHux, NepCcoOHANI308aHA OCGIMHSA MPAEKMOPIs,
MAwuHHe HABYAHHS, NPOSHO3VBAHHS AKAOEMIUHOI YCHIWHOCMI, cucmemu YNpAaeiiHHA HAGUAHHIM,
aoanmueHe Ha84yaHHs.

This paper investigates the application of Educational Data Mining (EDM) methods within
learning management systems for predicting students’ academic outcomes and constructing
personalized educational trajectories. Machine learning algorithms — including Random Forest, k-
Nearest Neighbors, and Artificial Neural Networks — are examined as tools for early identification of
at-risk students through behavioral data collected from platforms such as Moodle and Canvas. The
use of Graph Convolutional Networks and multimodal data for adaptive content recommendation
aligned with individual skill levels is analyzed. Special attention is given to the practical
implementation of EDM approaches in Ukrainian universities under wartime conditions, with
reference to the experience of the National University of Life and Environmental Sciences of Ukraine
and Lviv Polytechnic National University. The study concludes that integrating predictive analytics
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