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Mechanism for Modernization of the Payment System of Ukraine

Abstract. Introduction. The article presents a comprehensive study of the directions of modernization of payment
systems of Ukraine in the context of innovations and risks. It is substanti-ated that payment systems are a key infrastructure
element of the state's financial system, ensuring the continuity of monetary circulation, the efficiency of interbank settlements
and the implementation of financial relationships between economic agents at both the national and global levels.

Purpose. The study aims to substantiate the implementation of a moderniza-tion mechanism for Ukraine's payment
system based on innovative financial tech-nologies, as well as improving risk management measures within the operating en-
vironment, with the ultimate goal of enhancing the efficiency, security, and stability of the payment infrastructure.

Results. It is determined that, in the context of deepening international finan-cial integration and the active
digitalization of the economy, the effectiveness with which the payment infrastructure functions directly affects the stability of
the bank-ing system, the speed of settlements, the level of trust in financial institutions, and the country's overall economic
development. It is proven that an effective risk management system is an important element of the mechanism for modernizing
Ukraine's payment system, as it allows for the timely identification, assessment and minimization of the impact of internal and
external threats on the functioning of the payment infrastructure. It is proven that implementing payment system oversight tools,
which are widely used by international financial organizations, increases their reliability, transparency and financial stability.

Conclusions. An approach to developing a mechanism for modernizing the payment system within the operating
environment of banking institutions has been devised. This approach involves integrating interrelated technical, technological,
spatial-reactive, reactive-adaptive, control-monitoring and post-operational support elements. It has been established that using
these elements together optimizes pay-ment flows, increases the liquidity of banking institutions and reduces the level of
operational and financial risks. It also enables the banking system to adapt to changes in the external environment. The
development of digital technologies con-tributes to reducing operating costs and increasing the efficiency of payment sys-tems.
However, it also creates new challenges in the field of cybersecurity, requir-ing the implementation of modern information
protection tools.

Keywords: payment systems, operating environment, banking institutions, digitalization, cybersecurity, risk
management, liquidity, payment infrastructure, money circulation, interbank settlements.
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onoJilaTKyBaHHs, TaBpiCbKUI AepKaBHUU arpoTeXHOJIOTIUYHUK yHi-BepcuTeT iMeHi /[IMmuTpa MoTopHOro, M.
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MexaHi3M Mo epHi3anii njaTi>kHOi cucTeMu YKpaiHU

AHomayis. Y cmammi 30ilicHeHO KoMn/iekcHe 00CAIONCeHHS Hanpsamie modepHizayii naamixcHux cucmem YkpaiHu e
ymosax iHHosayill ma pusukie. O6rpyHmMoeaHo, wo NAamixcHi cu-cmemu 8UCMynawme KANHO8UM iHPpacmpykmypHum
esnemeHmom piHaHcosoi cucme-mu depicasu, 3abe3neyyroyu bGe3nepep8Hicmb 2pouiogozo 00izy, epeKmusHicmb Mi-
JHCOAHKIBCLKUX PO3PAXyHKI8 ma peanizayiio iHaHCOBUX 83AEMO38 A3KI8 MiC eKO-HOMIYHUMU d2eHmamMu K Ha HAYIOHA/AbHOMY,
mak i Ha 2/106a/1bHOMY pigHSIX. Bu-3HaueHo, wo 8 ymosax noz2aubaeHHs1 MidZcHApoOHoi ¢inaHcosoi inmezpayii ma akmu-eHoi
yugposizayii exkoHomiku egpekmueHicmb GYHKYIOHY8aHHS naamixcHoi iH@pa-cmpykmypu 6e3nocepedHb0 8NnAUBAE HA
cmabineHicmb 6aHKIBCbKOT cucmemu, wWeud-Kicms nposedeHHs1 pO3paxyHkis, piseHb dosipu do ginaHcosux iHcmumymis i 3aza-
JIbHUL eKoOHOMIYHULl po38umok kpaiHu. /JosedeHo, Wo 8aicAUBUM eNeMEHMOM Me-XaHi3My ModepHi3ayii naamixcHoi cucmemu
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YKkpainu € efpekmusHa cucmema ynpas-AiHHS pusukamu, sika 00380/51€ CBOEYACHO ideHmugikysamu, oyiHioeamu ma MiHimi-
3ysamu enau8 SHympIWHix [ 308HIWHIX 3a2p03 HA GYHKYIOHY8aHHS naamixcHoi iH-gpacmpykmypu. O6rpyHmosaHo, wo

8Nnpo8adiceHHs

iHcmpymenmig oeepcaillmy nAa-mixcHUX cucmem, SKi

AKMu8HOo 3acmocosyrnmbspcs MiJiCH(JpO()HuMLI

dinaHcosumu opza-Hizayiamu, cnpusie nideuujeHHlo ix HadillHocmi, npo3opocmi ma @iHaHcogoi cmilikoc-mi. CpopmosaHo
nidxid do no6ydoeu mexaHizmy modepHizayii naamixcHoi cucmemu e onepayitiHomy cepedoguwji 6aHKIBCbKUX YyCmMaHO8, SKULL
nepedbayvae IHMez2payilo 83AEMON08’A3AHUX e/eMeHmis: MexXHiIKo-mexHO0/102[4HO20, NpPocmopos8o-peakyilino2o, peakyiliHo-
adanmugHo20, KOHMPO/IbHO-MOHIMOPUH208020 Ma nicAs0-nepayiliHo2o 3abe3neveHHs. BcmaHnoeneHo, wo ix komniekcHe
BUKOPUCMAHHA 3a-6e3nevye onmuMmi3ayiro naamixcHux nomokis, niosuuwjeHHs aAikeidHocmi 6aHKIBCbKUX YCMAHO8, 3HUNCEHHS
pisHs1 onepayiliHux i ¢piHaHcosux pusukie, a makox adanmayiio 6aHKiecbkoi cucmemu 0o 3MIH 308HIWHbLO20 cepedosuUWa.
06rpyHmosaHo, wo po3-eumok Yyugposux mexHo102iil, 3 00H020 60Ky, CNpUsIE 3HUNCEHHI0 onepayiliHux eu-mpam i niosuweHH o
edpekmusHocmi naamincHux cucmem, a 3 I[Hwoz20 - popmye Hosl sukauku y cgepi kKibepbesneku, siki nompeGyromb

8NnposadiceHHs Cy4acHux iH-cmpymenmie saxucmy iHgpopmayii.

Katouoei cnoea: naamixcHi cucmemu; onepayiiiHe cepedosuuje; 6aHkiscbki ycmaHosu; yugposizayis; kibepbesneka;
ynpasiHHsA pusukamu; AlkeidHicmy; naa-mixcHa iHppacmpykmypa; 2powosutl 06iz; MiNc6aAHKIBCbKI po3paxyHKU.
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Formulation of the problem. The payment system of
Ukraine is an important indicator of the level of develop-
ment of the national economy and the efficiency of the
functioning of the financial market. In the context of
transforming economic relations, modernizing the pay-
ment infrastructure and improving financial instruments
that ensure the implemen-tation of non-cash payments
is one of the directions of its development. The grow-ing
role of the payment market in ensuring market economic
stability necessitates introducing alternative payment
methods since traditional cash forms no longer ful-ly
meet modern economic entities' needs in their financial
interactions.

Digitalization and globalization processes influence
the development of money, causing changes in its
functional characteristics and forms of existence. This
contributes to the emergence of more effective
instruments for making pay-ments and settlements
within banking payment systems, transforming the
organiza-tion of money circulation and increasing the
role of banking institutions, payment service providers,
and financial intermediaries in the digital economy.

The rapid digital transformation of the world
economy is an objective result of globalization and a
determining factor in the development of the financial
sector. This development is based on the introduction of
innovative technologies, digital products, and new
business models. Electronic payment services that
provide real-time transfers via the internet have become
commonplace and an integral part of the modern
economic environment. Under these conditions, the key
parameters for payment system functionality are
transaction speed, security, ease of use, user ac-
cessibility, and economic efficiency. However, the
modernization of the banking sector's payment system is
accompanied by new operational risks associated with
cyber threats, technological dependence, growing digital
transaction volumes, and the need to ensure the
continuity of financial operations. This necessitates
improv-ing monetary relations, developing regulatory
mechanisms, and increasing the sta-bility of payment
infrastructure at national and international levels.

The growing interest in developing payment systems
is due to their strategic role in ensuring financial stability

and economic growth. Technological innovations are
gradually transforming the architecture of payment
systems to focus on users' needs and integration into the
global financial system. Under these circumstances,
central banks, banking institutions, payment service
providers, and international organizations are
intensifying their cooperation to combine the
technological, insti-tutional, and regulatory aspects of
payment system functionality. This cooperation is a
prerequisite for ensuring the reliability, continuity, and
security of payment systems in the modern operating
environment.

Analysis of recent research and publications. Both
Ukrainian and foreign researchers are actively studying
the modernization of Ukraine's banking sector payment
system, the introduction of innovative technologies, and
operational risk management. These works cover the
theoretical principles of payment system func-tioning,
digitalization  issues, state regulation, payment
infrastructure  security, and fintech innovation
introduction. Significant contributions to this field have
been made by researchers such as L. Sakhno. Sakhno
examined the transformation of Ukraine's payment
banking systems in the context of the digital economy
and the integration of international fintech platforms.
Sakhno also defined technological trends in payment
infrastructure modernization, particularly the
development of electronic payments, digital services,
and compliance mechanisms in the banking sector.
Significant emphasis is placed on the impact of global
payment services on the competitiveness of the national
banking system [1]. O. Fradynskyi investigated the
nature, evolution, and risks associated with payment
systems, offering an origi-nal periodization of their
development. Particular attention is paid to the
classifica-tion of payment system risks and management
mechanisms, which are important for analyzing the
operating environment of the banking sector [2]. V.
Chernomor established the theoretical basis for
developing payment systems in Ukraine, de-fined the
principles for operating systemically important payment
systems, and ex-amined the practices for organizing
them. He also demonstrated the importance of payment
infrastructure for the financial stability of the state [3].
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Yu. Shushkova an-alyzed trends in the development of
the payment card market in Ukraine and their impact on
expanding non-cash payments by accelerating the
digitalization of bank-ing services and stimulating levers
for modernizing the payment infrastructure to increase
financial inclusion of the population [4]. L. Ukrainskaya
revealed the mechanisms of state regulation of payment
systems, identifying the instruments of supervision,
control, and regulatory influence of the state on the
functioning of payment infrastructure, as well as the role
of the regulator in ensuring the stability of the payment
market, from the perspective of assessing institutional
risks [5]. N. Koziy's research focuses on the security of
digital payment services in Ukraine's banking sector and
emphasizes the importance of preventing operational
risks, par-ticularly cyber threats, fraudulent transactions,
and data leakage. The research also suggests ways to
increase the cyber resilience of payment systems in the
digital en-vironment. Thus, modern scientific research
demonstrates a comprehensive ap-proach to studying
the modernization of Ukraine's payment system through
the lens of the digitalization of financial services,
institutional regulation, innovative technologies, and
operational risk management. Together, these studies lay
the the-oretical and methodological groundwork for
examining innovations and risks in Ukraine's payment
system within the context of its current operating
environment.

Formation of research objectives. The purpose of the
study is to substanti-ate the directions for implementing
the mechanism for modernizing the payment system of
Ukraine based on innovative financial technologies and
improving risk management measures in the operating
environment in order to increase the effi-ciency, security
and stability of the payment infrastructure.

Presentation of the main research material.
Ukraine's payment systems play a key role in ensuring
the stable functioning of the financial system at both the
national and global levels. It is through these systems
that continuous money circu-lation occurs and financial
relationships between economic agents are established.
In the context of the digitalization of the economy and
growing international finan-cial integration, the
efficiency with which payment infrastructure functions
deter-mines the speed, reliability, and security of
payments. This directly affects the sta-bility of the
banking system and the economic development of the
state. Payment market participants, central banks and
international financial organizations are in-creasingly
interacting with each other, combining technological,
organizational and regulatory levels of cooperation,

which ensures the continuity of the functioning of
national and cross-border payment systems [7].

In the context of modernizing Ukraine's payment
system, establishing effec-tive risk management areas in
the operating environment is particularly important.
International financial institutions, particularly the Bank
for International Settle-ments, the World Bank, and the
European Central Bank, use payment system over-sight
tools to ensure reliability, transparency, and financial
stability by identifying and minimizing risks in a timely
manner. This approach allows for a prompt re-sponse to
changes that arise both in the activities of banking
institutions and as a result of the transformation of the
behavior of pay-ment market participants and users of
financial services [9].

Accordingly, implementing the mechanism to
modernize Ukraine's payment system as a complex
system of methods and tools determines the consistency
of fi-nancial risk management organization in interbank
settlements and fund transfers. Implementing such a
mechanism aims to optimize banks' payment portfolios,
in-crease the liquidity and profitability of settlement
operations, and adapt banking in-stitutions' activities to
changes in the payment market environment. The
mecha-nism's strategic guideline is to create favorable
conditions for implementing effec-tive monetary policy
with minimal operational risk in banking institutions
(Figure 1).

The economic component of the specified
mechanism minimizes payment system risks and builds
an optimal payment portfolio for banking institutions,
tak-ing into account their long-term operational goals.
This involves establishing clear criteria for the
effectiveness of bank operations, improving risk
management meth-ods, and ensuring the rational use of
financial resources in payment transactions. The
assessment of the economic component's effectiveness
is based on a compre-hensive analysis of the banking
sector's operating environment, considering the
regulator's influence on monetary policy,
macroeconomic shocks to the payment market, and
intra-bank mechanisms and risk management [10].

The economic component of the mechanism is

structured with interconnect-ed elements of the
technical, technological, spatial-reactive, reactive-
adaptive, con-trol-monitoring, and post-operational

support systems. Their comprehensive appli-cation
allows reducing the impact of operational and financial
risks in the process of mak-ing payments and transfers,
taking into account the changing needs of payment
service users and the dynamism of the digital
environment of banking in-stitutions [8].
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PAYMENT SYSTEM MODERNIZATION MECHANISM IN THE OPERATING
ENVIRONMENT OF BANKING INSTITUTIONS
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Figure 1 — Mechanism of payment system modernization in the operating environment of banking institutions

Source: constructed by the author

An important component of the mechanism is the
implementation of a feed-back system that ensures the
timely adjustment of its elements according to changes
in the external and internal operating environment [11].

In this context, the proposed reactive-adaptive
support element integrates tools that optimize banks'
monetary policies, form anti-crisis measures, and imple-
ment innovative risk management technologies.
Implementing this system increases the flexibility of the
payment system, improves control of settlement
processes, and ensures the financial stability of the
banking sector.

Modernizing the payment system of Ukraine's
banking sector should be comprehensive and
continuous. This process should provide for the
integration of innovative technologies, improve risk
minimization mechanisms, and increase the adaptability
of banking institutions to transformations in the
operating environ-ment. These changes create the
prerequisites for effectively using payment systems and
achieving the strategic goals of developing the financial
system in the digital economy [7].

From 2017 to 2025, the risk profile of the Google Pay
payment system in Ukraine underwent significant
transformations, reflecting the influence of macroe-
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conomic, institutional, and technological factors.
Quantitatively, while most finan-cial risks demonstrate a
general downward trend, there was a pronounced crisis

surge in 2022. Technological risks, on the other hand,
have a steady upward trend (Figure 2).

—o— Credit risk level
——Liquidity risk level
Business risk level

Investment risk level

2019

—x#—Legal risk level
—8— Operational risk level
Systemic risk level

Technological and information security
level

Figure 2 — Risks of the Google Pay payment system in Ukraine for 2017-2025

Source: calculated by the authors

Despite a temporary increase during the crisis period,
the level of credit risk is characterized by a long-term
downward trend. The indicator decreased from 0.304 in
2017 to 0.219 in 2025, a decline of 0.085 points, or
27.9%. The highest level of the 0.265 index was observed
in 2022, which coincided with the growth of financial
shocks in the country's banking sector. However, its
impact gradually weakened and stabilized. During this
period, the liquidity risk of the Google Pay payment
system decreased by 22.6%. In 2022, however, there was
a temporary in-crease in the indicator to 0.198. Since
2023, the indicator's value has steadily de-creased,
indicating the payment infrastructure's adaptation to
increased loads and crisis conditions.

The business risk level of the Google Pay payment
system in Ukraine de-creased by 11.6% from 2017 to
2025. The indicator's maximum value was also recorded
in 2022 at 0.214, reflecting the increased uncertainty of
digital service functioning during periods of economic
shock in the country. However, since 2023, it has
demonstrated a stable downward trajectory. The risk
level of storing assets and investments in the Google Pay
payment system in Ukraine remained rel-atively stable
throughout the period, with a slight change from 0.112 in
2017 t0 0.111 in 2025. The peak value was 0.129 in 2022,
indicating a short-term increase in investment
uncertainty.

The legal risk of the Google Pay payment system
increased during the crisis period but decreased in the
long term. While the indicator was 0.141 in 2017, it was
0.146 in 2025, showing an insignificant overall change of
+3.5%. The indica-tor reached a maximum of 0.166 in
2022, reflecting the banking sector's regulatory
adaptation to new financial technology operating
conditions within the payment in-frastructure.

Operational risk in the Google Pay payment system
decreased by 11.0%. Af-ter rising to 0.315 in 2022, the
indicator gradually decreased, indicating an increase in
processing system efficiency, operational automation,
and internal control im-provement in the banking
institutions' operating environment. Systemic risk re-
mains the lowest among all the studied indicators in the
Google Pay payment sys-tem. Although it temporarily
increased to 0.091 in 2022, it decreased by 3.9%,
confirming the relatively high level of stability and
integration of the payment sys-tem. The most
pronounced trend is the steady growth of technological
risk. The in-dicator increased by 29.4%. This growth has
been almost continuous since 2020, indicating an
increase in cyber threats, online transaction volume, and
dependence on digital infrastructure.

In general, from 2017 to 2025, the risk profile of the
Google Pay payment system in Ukraine underwent a
structural transformation due to a 11-28% decrease in
traditional financial risks (credit, liquidity, and
operational). The peak of the cri-sis for most risks
occurred in 2022. During this period, the dominant
dangerous factors were the technological and
informational levels of the payment system. These levels
increased by almost 30%. The shift in risk towards digital
and cyber confirms that the development of new-
generation payment services is accompanied by threats
and increased technological vulnerability. This requires
strengthening regulatory measures and digital risk
management in the modernization of the bank-ing
payment system.

Conclusions. Summarizing the results of the study, it
is important to note that payment systems in Ukraine are
a key element of financial infrastructure, en-suring the
continuity of monetary circulation, the efficiency of
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interbank settle-ments, and the stability of the banking
sector. In the context of the digital transfor-mation of the
economy, their role is significantly enhanced,
necessitating the con-stant  modernization  of
institutional, technological, organizational, and economic
management mechanisms.

The analysis showed that, from 2017 to 2025, the risk
profile of the Google Pay payment system in Ukraine was
clearly dependent on macroeconomic condi-tions. The
2022 crisis caused simultaneous increases in credit risk
(0.037 points), liquidity risk (0.043 points), business risk
(0.038 points), legal risk (0.028 points), operational risk
(0.036 points), and systemic risk (0.027 points),
confirming their high sensitivity to external shocks.
Conversely, from 2023 to 2025, there was a gradual
decrease of 10-25%, indicating the payment system's
adaptability and the effectiveness of regulatory impact
measures and internal bank risk management.

However, it was also found that technological and
informational risks in-creased by 29.4% over the studied
period due to the active digitalization of pay-ment
services, the increased use of mobile payment
instruments, and the growing scale of cyber threats. In
other words, there is a structural transformation of risks,
in which financial risks are gradually losing their
dominant role to technological risks. The current stage of
development of payment systems in Ukraine is therefore
characterized by a transition to a digital model of
functioning where technological security, transaction
processing speed, payment infrastructure reliability, and

the ability to quickly adapt to changes in the external
environment are key factors of effectiveness.

In this context, the following areas should be
identified for the moderniza-tion of Ukraine's payment
systems:

Strengthening the management system  of
technological and cyber risks by implementing modern
cyber protection tools, multi-level authentication
systems, and constant monitoring of transaction activity.

Developing an institutional oversight mechanism for
payment systems by the regulator that takes into
account international standards. This will ensure
increased transparency and reliability of the payment
market.

Improving the liquidity management mechanisms of
banking institutions by optimizing payment flows and
introducing innovative financial instruments.

Integrating the national payment infrastructure into
the international financial space. This will contribute to
the increased efficiency of cross-border payments.

Introducing digital innovations (Big Data, Blockchain)
into risk management processes. This will allow for
increased accuracy in forecasting and minimizing risks.

Developing reactive and adaptive management
mechanisms that ensure the flexible response of the
payment system to crises and changes in user behavior.
Further improvement of the efficiency of Ukraine's
payment systems should be based on a comprehensive
combination of financial, technological, and institutional
management tools to ensure stability, security, and
competitiveness in the global digital economy.
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