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Abstract

The increasing activity of unmanned aerial vehicles (UAVs) has intensified the demand
for reliable and computationally efficient methods for passive radio-frequency (RF) signal
detection. In practical RF monitoring scenarios, the environment is often non-stationary
and affected by varying noise conditions. Under such circumstances, classical energy-
based detectors are sensitive to noise uncertainty, while more robust approaches, such
as cyclostationary analysis, require substantially higher computational resources. This
work presents a burst-aware cascade method for UAV RF signal presence detection that
explicitly addresses this trade-off. The proposed framework combines fast energy-based
screening with temporal burst aggregation, applying spectral correlation function (SCF)
analysis selectively and only when sustained signal activity is indicated. Detection is
performed on fixed-length RF signal chunks, while additional segment-level duration
constraints are used to characterize sustained transmissions. The method is evaluated
using the publicly available DroneRF dataset and compared against six baseline detectors,
including fixed-threshold energy, wavelet-based, blind cyclostationary, two adaptive energy
detector variants, and a lightweight convolutional neural network. Experimental results
confirm that chunk-level detection remains difficult for all considered methods. Temporal
aggregation across longer intervals yields a substantial improvement: the cascade achieves
Pd = 1.000 and AUC = 1.000 at the segment level, matching exhaustive cyclostationary
detection while reducing per-segment processing time by a factor of 2.46. An additional
result is that burst-level concatenation prior to SCF estimation provides implicit coherent
integration, preserving Pd = 1.000 at signal amplitude reductions of up to −20 dB where
standalone detectors degrade to Pd = 0.995. Overall, burst-aware cascade architectures
offer a practical and interpretable approach to RF-based UAV monitoring, providing a
well-grounded compromise between detection reliability and computational efficiency
under realistic operating conditions.

Keywords: UAV detection; RF signal presence detection; cascade detection; cyclostationary
analysis; energy detection; burst-based detection; spectrum monitoring; passive sensing
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1. Introduction
Unmanned aerial vehicles (UAVs) have become widely adopted across a broad range

of civilian and industrial applications, including monitoring, inspection, logistics, and
intelligent control systems. Their rapid proliferation has introduced new challenges related
to airspace safety, regulatory compliance, and security [1–3].

The widespread adoption of these platforms in civilian, industrial, and security-related
domains has led to a growing demand for reliable monitoring and detection technologies.
UAV platforms support numerous beneficial applications, including aerial imaging, infras-
tructure inspection, and logistics. At the same time, their increasing availability introduces
concrete security risks: unauthorized UAV incursions near airports have caused significant
flight disruptions and economic losses, while uncontrolled drone activity poses persis-
tent threats to critical infrastructure and public safety [4]. Privacy violations through
unregulated aerial surveillance represent a further concern in densely populated environ-
ments [5,6]. As a result, the problem of UAV detection has become an active research topic
across several scientific and engineering fields. Recent survey studies further emphasize the
growing relevance of passive and non-cooperative sensing approaches for UAV detection,
particularly in complex urban environments where traditional radar- and vision-based
systems are limited [7,8].

Among existing detection modalities, passive radio-frequency (RF) sensing is often
regarded as a particularly practical solution. In contrast to vision- or radar-based systems,
RF-based methods do not require line-of-sight conditions and remain operational under
adverse weather, low visibility, or dense urban environments [9,10]. In addition, RF moni-
toring enables long-range detection without relying on any form of cooperation from the
UAV, which is essential for identifying both authorized and unauthorized platforms. These
properties make RF-based techniques well-suited for continuous spectrum monitoring
and early-warning tasks [11]. In addition, RF-based UAV detection has been shown to be
effective for identifying micro- and small UAV platforms based on their communication
emissions and device-specific RF characteristics, even in non-line-of-sight scenarios [12].

Despite these advantages, reliable RF-based UAV signal detection remains challenging
in practice. Real-world RF environments are highly non-stationary and frequently dom-
inated by noise and interference from diverse wireless systems. UAV transmissions are
typically intermittent and bursty, may span multiple frequency bands such as 2.4 GHz and
5.8 GHz, and are often weak or partially overlapped with other signals. These effects are
further amplified by air-to-ground propagation characteristics at low altitudes, where shad-
owing, building density, and elevation-dependent path loss introduce additional variability
into the received RF signals [13]. Together, these factors make it difficult to distinguish
UAV-related RF activity from background emissions in realistic monitoring scenarios.

A wide range of signal presence detection methods has been proposed to address these
challenges. Classical energy-based detectors are commonly used due to their simplicity and
low computational requirements; however, their performance degrades significantly under
noise uncertainty and varying interference conditions. From a theoretical perspective, it has
been shown that reliable signal detection at low signal-to-noise ratios is fundamentally lim-
ited under noise uncertainty, regardless of detector design or threshold optimization [14,15].
Recent work has further explored the data-driven estimation of noise levels directly from
spectrum sensing signals as a means of reducing sensitivity to noise uncertainty in practi-
cal monitoring scenarios [16]. More advanced techniques, including cyclostationary and
time–frequency-based methods, exploit structural signal properties and offer improved
robustness, but at the expense of higher computational cost. In parallel, learning-based
approaches operating on time–frequency representations have shown promising detection
accuracy, although they typically require large training datasets, introduce additional la-
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tency, and provide limited interpretability [17,18]. Recent learning-based spectrum sensing
studies further demonstrate that high detection accuracy often comes at the cost of in-
creased computational complexity, training data requirements, and reduced interpretability,
which can limit their applicability in continuous spectrum monitoring scenarios [19].

Consequently, many existing approaches exhibit a fundamental trade-off between
detection reliability and computational efficiency. Lightweight methods often fail under
realistic RF conditions, while more sophisticated techniques are difficult to deploy for
continuous, large-scale spectrum monitoring. Similar trade-offs between sensing reliability,
temporal resolution, and computational complexity have been extensively discussed in the
spectrum sensing and cognitive radio literature [20,21]. This highlights the need for RF
detection methods that maintain high reliability while remaining computationally efficient
and that explicitly exploit the temporal structure of UAV transmissions.

To address this need, this work proposes a burst-aware cascade RF signal detection
method for UAV monitoring. The approach integrates energy-based screening, wavelet-
based analysis, and cyclostationary feature extraction within a unified cascade architecture.
Computationally intensive processing stages are activated only when supported by the
temporal evidence of signal activity, while burst-level aggregation is used to capture the
inherent temporal structure of UAV RF emissions. The resulting method aims to achieve
reliable UAV signal presence detection with reduced computational complexity, making it
suitable for practical RF monitoring applications.

The remainder of this paper is organized as follows. Section 2 reviews related works on
RF-based signal detection, including classical energy-based methods, cyclostationary and
time–frequency techniques, learning-based approaches, and cascade detection architectures.
Section 3 describes the proposed burst-aware cascade detection framework, including the
dataset, preprocessing steps, baseline detection methods, and the design of the cascade
architecture. Section 4 presents experimental results and evaluates detection performance
and computational efficiency at both chunk and segment levels. Section 5 discusses the
obtained results, practical implications, limitations, and possible extensions of the proposed
approach. Finally, Section 6 concludes the paper and outlines directions for future research.

2. Related Works
Research on radio-frequency-based signal detection and spectrum monitoring has

produced a wide range of methods that differ in detection reliability, computational cost,
and suitability for practical deployment. Existing approaches are commonly grouped into
classical signal processing techniques, higher-order statistical methods, time–frequency
analysis, and learning-based methods. Each class offers specific strengths, but also exhibits
limitations when applied to real-world RF monitoring tasks. This section reviews the most
relevant research directions and outlines how the proposed work relates to existing studies.

2.1. Energy-Based Signal Detection

Energy-based detection is among the most extensively studied techniques for RF
signal presence detection due to its conceptual simplicity and minimal computational
requirements [22]. In its basic form, the method compares the measured signal energy
within a predefined observation window to a fixed or adaptive threshold. Because of their
low processing overhead, energy detectors are widely used in real-time and wideband
spectrum monitoring applications [23].

However, the performance of energy-based detectors is highly sensitive to noise un-
certainty, interference, and non-stationary channel conditions. In low signal-to-noise ratio
environments, or when signals exhibit bursty and intermittent behavior, energy detection
often suffers from reduced reliability and increased false alarm rates [24,25]. Numer-
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ous improvements, including adaptive thresholding strategies and hybrid energy-based
schemes, have been proposed to address these issues [26–28]. Adaptive signal processing
and neural network-based receiver architectures have also been explored in related do-
mains, demonstrating the broader applicability of these principles beyond traditional RF
environments [29,30]. Nevertheless, when used as a standalone solution, energy detection
remains fundamentally limited in challenging RF environments.

2.2. Cyclostationary and Higher-Order Statistical Methods

Cyclostationary detection methods exploit periodic statistical properties that are in-
herent to many communication signals, such as symbol timing, modulation structure, and
carrier-related periodicities [31]. By analyzing spectral correlation functions or related
cyclic features, these techniques are able to distinguish structured signals from stationary
noise, providing improved robustness compared to simple energy-based detectors.

This robustness makes cyclostationary analysis particularly effective in low signal-
to-noise ratio conditions and in environments with strong background interference. At
the same time, accurate estimation of cyclostationary features requires long observation
intervals and computationally intensive processing. As a result, the direct application
of these methods is often impractical for continuous, wideband, or large-scale spectrum
monitoring systems [32]. These computational constraints become especially pronounced in
wideband monitoring scenarios, where exhaustive cyclostationary analysis across multiple
frequency bands and time windows leads to prohibitive processing overhead [33].

To mitigate these limitations, several studies have explored reduced-complexity or
adaptive cyclostationary detection schemes, frequently combined with preliminary screen-
ing stages [34–36]. While such approaches reduce the overall processing burden, cyclosta-
tionary analysis remains significantly more expensive than simpler detection techniques.
This has motivated its selective or conditional use within multi-stage detection methods.

2.3. Time–Frequency and Wavelet-Based Approaches

Time–frequency analysis techniques have been widely investigated as a means of
improving detection sensitivity for non-stationary and transient RF signals [37]. By jointly
representing signal behavior in the time and frequency domains, these methods are better
suited for signals whose spectral characteristics evolve over time. Within this category,
wavelet-based approaches have attracted particular interest due to their multi-resolution
analysis capabilities, allowing localized examination of signal components across multiple
time scales and improved sensitivity to short-duration or burst-like activity that may be
poorly captured by fixed-resolution spectral methods [38–43].

These benefits, however, come at the cost of increased computational complexity.
Wavelet-based detection requires careful selection of the wavelet basis, decomposition level,
and associated parameters, all of which can significantly affect detection performance [44].
In addition, the effectiveness of time–frequency and wavelet-based methods depends
strongly on the temporal structure of the target signals, which limits their robustness
when signal characteristics are uncertain or variable. This can restrict their applicability in
real-time or large-scale monitoring scenarios.

2.4. Learning-Based RF Signal Detection

In recent years, machine learning and deep learning techniques have gained increasing
attention for RF signal detection and classification tasks. Unlike classical model-driven
approaches, learning-based methods aim to automatically extract discriminative features
from raw RF signals or from time–frequency representations such as spectrograms. Convo-
lutional neural networks and related architectures are widely used in this context and have
demonstrated high detection and classification accuracy under controlled experimental
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conditions [45,46]. Recent studies have further explored deep learning architectures for
spectrum sensing, including temporal convolutional networks and transfer learning strate-
gies, reporting strong detection performance under specific training conditions [19,47].
Generative adversarial network architectures have also been explored for UAV-specific RF
signal classification, demonstrating effective discrimination of illegal UAV transmissions
from background wireless activity using software-defined radio platforms [48].

Learning-based RF detection methods have been applied to tasks including signal
presence detection, modulation recognition, and UAV identification [18,49]. In particular,
RF fingerprinting combined with deep learning techniques has been shown to enable
reliable identification of UAV platforms based on their communication emissions, provided
that signal-bearing segments are accurately isolated prior to feature extraction and clas-
sification [50]. However, trained models may generalize poorly to unseen signal types,
interference conditions, or hardware platforms [51], and their deployment in continuous,
real-time spectrum monitoring systems—especially on resource-constrained platforms—
remains an open research problem [52].

Beyond classification-oriented deep learning, reinforcement learning has been ex-
plored as a means of achieving adaptive resource management in wireless sensing systems.
Q-learning-based approaches have demonstrated that intelligent, state-aware decision
policies can substantially improve communication efficiency under dynamic channel condi-
tions [53]. While such methods have been applied primarily in the context of MAC protocol
optimization, the underlying principle of adaptive, computationally selective processing
under uncertainty is closely related to the cascade’s burst-aware gating mechanism.

2.5. Cascade and Multi-Stage Detection Methods

To balance detection reliability and computational efficiency, cascade and multi-stage
detection architectures have been proposed for RF signal monitoring [35]. In such methods,
simple and computationally inexpensive detectors serve as initial screening stages, while
more complex and robust methods are applied only to candidate signal regions. This
hierarchical strategy aims to reduce unnecessary computation while preserving acceptable
detection performance.

Cascade-based approaches have been widely studied in spectrum sensing and cogni-
tive radio applications, where rapid identification of occupied or vacant frequency bands is
required under strict timing constraints. Typical designs combine energy-based detection
with feature-based techniques such as cyclostationary or higher-order statistical analysis to
improve robustness at low signal-to-noise ratios [34,36]. Adaptive thresholding strategies
have also been incorporated into multi-stage sensing pipelines as a means of reducing
sensitivity to noise uncertainty, with studies demonstrating that dynamically estimated
detection boundaries can improve robustness over fixed-threshold approaches under vary-
ing channel conditions [26,34,35,54]. These studies demonstrate that selectively invoking
computationally expensive detectors can substantially reduce sensing time compared to
exhaustive analysis.

Multi-stage architectures have more recently been applied to UAV-specific RF detection
tasks. Ezuma et al. proposed a two-stage system in which a Markov model-based naïve
Bayes detector first identifies the presence of RF activity, followed by an ML-based classifier
that distinguishes UAV controller signals from Wi-Fi and Bluetooth interference [55]. A
similar hierarchical strategy was adopted in a compressed-sensing-based approach, where a
DNN-based presence detector precedes CNN classifiers responsible for UAV type and flight
mode identification [56]. These works demonstrate the practical benefits of decomposing
UAV RF monitoring into sequential detection and classification stages. However, they
focus primarily on classification accuracy rather than computational efficiency, and do not
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explicitly exploit the burst-like temporal structure of UAV transmissions as a mechanism
for gating expensive processing stages.

However, many existing cascade methods rely on simplifying assumptions, such as
stationary signal characteristics or predefined signal models [34,54]. Moreover, prior work
has largely focused on instantaneous or window-based decisions, with limited attention
given to the temporal evolution of signal activity. In particular, explicit exploitation of burst-
level behavior, which is common in UAV RF transmissions, has received relatively little
consideration in existing multi-stage designs. Although temporal modeling of spectrum
usage has been investigated in cognitive radio research, these models are rarely integrated
directly into cascade detection architectures for practical RF monitoring systems [57].

These limitations motivate the development of cascade detection methods that ex-
plicitly account for temporal signal structure while maintaining computational efficiency.
Incorporating burst-level aggregation and duration-based constraints represents a promis-
ing direction for improving detection reliability in realistic, non-stationary UAV RF
monitoring environments.

2.6. Research Gaps and Motivation

Overall, existing studies indicate that no single RF signal detection approach simulta-
neously achieves high detection reliability, low computational complexity, and robustness
in interference-dominated, non-stationary RF environments. Energy-based methods offer
efficient screening but are vulnerable to noise uncertainty and intermittent transmissions.
More advanced techniques, such as cyclostationary and time–frequency analysis, provide
improved detection capability but incur substantial computational cost, limiting their use in
continuous or large-scale monitoring systems. Learning-based approaches further enhance
detection performance but introduce challenges related to data availability, generalization,
interpretability, and deployment complexity.

These observations highlight a persistent trade-off between detection performance and
computational efficiency that remains insufficiently addressed in the context of UAV RF
monitoring. In particular, relatively little attention has been paid to detection methods that
explicitly exploit the burst-like temporal structure of UAV transmissions while activating
computationally intensive processing only when supported by observed signal activity.

This work is motivated by the need for a lightweight yet reliable RF detection method
that bridges the gap between classical signal processing methods and practical monitoring
requirements. By combining burst-aware temporal aggregation with a cascade detection
strategy, the proposed approach seeks to achieve robust UAV signal presence detection
under non-stationary RF conditions while maintaining reduced computational complexity,
making it suitable for real-time and resource-constrained monitoring applications.

The aim of this research is to design and experimentally evaluate an RF signal detec-
tion method for UAV monitoring that explicitly accounts for the bursty and intermittent
nature of UAV transmissions while keeping computational complexity low. The focus is
not on introducing a new detector, but on organizing well-established signal processing
techniques into a cascade structure that allows expensive analysis to be applied only when
there is clear temporal evidence of sustained signal activity. By combining energy-based
screening, burst-level aggregation, and selective cyclostationary analysis, the proposed
method targets reliable UAV signal presence detection in non-stationary RF environments
without requiring exhaustive processing of all data.

The main contributions of this paper are summarized as follows:

1. A burst-aware RF signal detection method for UAV monitoring is proposed, in which
signal presence is evaluated using temporally aggregated evidence rather than isolated
short-time observations.
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2. A cascade detection strategy is designed that combines energy-based screening, burst-
level aggregation, and selective cyclostationary analysis to reduce unnecessary com-
putational processing.

3. A duration-constrained segment-level detection mechanism is introduced to explicitly
distinguish sustained UAV RF activity from short-lived interference in non-stationary
spectrum conditions.

4. An experimental study is conducted on an open-source UAV RF dataset to evaluate the
proposed method against six baseline detectors, spanning classical signal processing
and learning-based approaches, in terms of detection performance, computational
efficiency, and robustness under reduced signal amplitude.

5. An additional finding is reported: burst-level concatenation prior to SCF estimation
provides implicit coherent integration, improving detection reliability at reduced
signal amplitudes where standalone detectors degrade.

3. Materials and Methods
3.1. Dataset Description

This study uses the DroneRF dataset, a publicly available radio-frequency (RF) dataset
designed to support research on unmanned aerial vehicle (UAV) detection and RF signal
analysis [18]. The dataset was introduced to address the limited availability of open RF
recordings of UAV communications and has since been widely used for benchmarking
RF-based UAV detection and identification methods.

DroneRF consists of RF recordings collected under controlled experimental conditions
using software-defined radio receivers. Recordings were acquired at a sampling rate of
80 MHz using two synchronized receivers capturing adjacent sub-bands: a low-band
receiver covering the 2.4 GHz ISM range and a high-band receiver covering the 5.8 GHz
range. Both sub-bands are used in this work. The dataset includes recordings containing
UAV communication activity as well as background RF noise captured in the absence of
UAV transmissions. Background recordings are intended to represent realistic ambient RF
environments and are used as negative examples in signal presence detection experiments.

Three UAV platforms are represented in the dataset: Parrot Bebop, Parrot AR Drone,
and DJI Phantom. UAV-related recordings are organized according to Binary Unique
Identifiers (BUIs), where each BUI corresponds to a specific UAV platform and communi-
cation configuration. The background noise class corresponds to BUI 00000. The Parrot
Bebop is represented by BUIs 10000, 10001, 10010, and 10011; the Parrot AR Drone by
BUIs 10100, 10101, 10110, and 10111; and the DJI Phantom by BUI 11000. For each BUI,
multiple recordings are provided and further divided into segments representing continu-
ous temporal intervals containing either UAV activity or background noise. The dataset
comprises 227 segments in total: 41 background noise segments and 186 signal segments
distributed across the drone BUIs.

Three temporal units are used consistently throughout this work. A chunk is a
contiguous block of 4000 samples—equivalent to 50 µs at the 80 MHz sampling rate—and
constitutes the atomic processing unit for all detection methods. A burst is a sequence of
consecutive chunks whose energy exceeds a detection threshold for at least a minimum
number of chunks. A segment is one complete recording interval for a given BUI, which
may span multiple files and contain multiple bursts.

In this work, the dataset is formulated as a binary signal presence detection problem.
Segments containing UAV communication activity are labeled as signal-present, while
background recordings without UAV transmissions are labeled as noise-only. These la-
bels are used consistently throughout preprocessing, detection, and evaluation to ensure
uniform comparison across all detection methods.
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3.2. Data Preprocessing and Chunking

Raw RF recordings are preprocessed into fixed-length signal chunks that serve as the
input units for all detection and evaluation procedures. Each recording is segmented into
chunks of L = 4000 samples, corresponding to a duration of 50 µs at the 80 MHz sampling
rate, which defines the temporal resolution of chunk-level detection.

Two preprocessing strategies are applied depending on the recording type. For back-
ground noise recordings, uniform segmentation is performed over the entire signal dura-
tion, extracting consecutive non-overlapping chunks of equal length. This approach pre-
serves the statistical characteristics of ambient RF noise while ensuring consistent sampling.

For recordings containing UAV activity, an energy-based localization procedure is
first applied to identify time intervals with elevated signal power. Short-term energy is
computed using a sliding window,

E[n] = ∑W−1
k=0 x2[n + k], (1)

where x[n] denotes the discrete-time RF signal and W = 4000 is the sliding window length,
equal to one chunk duration. This formulation captures local power variations and enables
the identification of transient activity.

Candidate packet regions are detected when the short-term energy exceeds an
adaptive threshold,

Ethr = max(γ · max(E[n]), Emin), (2)

where γ = 0.05 is a relative scaling factor and Emin = 14.77 enforces a minimum absolute
energy constraint. This strategy reduces sensitivity to noise fluctuations while avoiding
spurious detections in low-energy conditions.

Detected energy peaks are grouped into contiguous regions corresponding to potential
RF packets. For each region, a fixed-length chunk is extracted around its temporal center.
Let nstart and nend denote the indices of a detected region; the chunk center is computed as

nc =

⌊
nstart + nend

2

⌋
, (3)

and the corresponding chunk is defined as

x[nc − L/2 : nc + L/2], (4)

where L = 4000 samples. The value of Emin is determined empirically from the background
noise recordings and reflects the minimum energy level observed in ambient RF conditions
within the DroneRF dataset.

This preprocessing suppresses long silent intervals, preserves the burst-like structure
of UAV transmissions, and ensures consistent chunk lengths and comparable signal-to-
noise conditions across experiments.

3.3. Signal Detection Methods

Three classical signal presence detection methods are implemented as baselines. All
methods operate on the same fixed-length RF signal chunks to ensure a consistent comparison.
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3.3.1. Energy-Based Detection

The energy detector computes the mean-squared amplitude of each signal chunk.
Let x[n] denote a discrete-time RF signal chunk of length L. The energy-based detection
statistic is defined as

E =
1
L

L−1

∑
n=0

x2[n]. (5)

Due to its minimal computational cost and lack of assumptions regarding signal
structure, energy detection serves as a reference method. Its performance, however, is
sensitive to noise uncertainty and variations in background interference.

3.3.2. Wavelet-Based Detection

The wavelet-based detector applies a multilevel discrete wavelet transform (DWT) to
each signal chunk and accumulates the energy of the resulting wavelet coefficients across
multiple decomposition levels. Let cj[k] denote the wavelet coefficients at scale j. The
wavelet-based detection statistic is computed as

Ewav = ∑J
j=1 ∑k

∣∣cj[k]
∣∣2, (6)

where J is the number of decomposition levels. This method enhances sensitivity to tran-
sient and non-stationary signal components by exploiting joint time–frequency information,
at the cost of increased computational complexity and parameter dependence.

3.3.3. Blind Cyclostationary Detection

The blind cyclostationary detector exploits periodic statistical properties present in
many modulated RF signals without assuming prior knowledge of modulation parameters.
The detector is based on the spectral correlation function (SCF), estimated using a short-
time Fourier transform (STFT) framework. For a signal chunk x[n], the STFT is computed
using a Hann window of length NFFT = 512 samples with a hop size of 256 samples (50%
overlap), yielding K = 14 time frames and F = 257 frequency bins per chunk.

The SCF at cyclic frequency α is estimated as the time-averaged cross-product of
spectral components separated by α:

Ŝxα(f) =
1
K∑ k = 0K−1Xk( f ) · X∗

k ( f + α), (7)

where Xk( f ) denotes the complex STFT coefficient at frame k and frequency bin f , and
∗ denotes complex conjugation. For stationary noise, the expected value of this cross-
product is zero for all α ̸= 0; for cyclostationary signals, it is non-zero at one or more cyclic
frequencies corresponding to the modulation structure of the signal.

A set of Nα = 32 candidate cyclic frequencies is scanned uniformly over the available
range, yielding a cyclic frequency resolution of ∆α = fs/NFFT = 80 MHz/512 = 156.25 kHz.
The detection statistic is defined as the maximum mean SCF magnitude across all scanned
cyclic frequencies:

C = max
α

1
F

F−1

∑
f=0

∣∣Ŝα
x ( f )

∣∣. (8)

By exploiting periodicities in the signal statistics, cyclostationary detection offers increased
robustness in low signal-to-noise ratio conditions and in the presence of interference.
However, this robustness comes at the expense of significantly higher computational cost.
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3.3.4. Adaptive Energy Detection

Two variants of an adaptive energy detector (AED) are evaluated as additional base-
lines, both building on the chunk-level energy statistic defined in Equation (5). The variants
differ in how the noise floor is estimated for threshold computation.

The first variant, AED-global, estimates the noise floor from background recordings
collected prior to deployment. The mean µbg and standard deviation σbg of chunk-level
energy scores are computed across all background noise chunks. Each chunk is assigned a
normalized detection score:

zglobal [n] =
E[n]− µbg

σbg
. (9)

The second variant, AED-perseg, estimates the noise floor directly from the energy
distribution within the current segment, without relying on pre-collected background data.
The noise floor mean and spread are estimated as

µseg = pct25(E[n]), (10)

σseg = 1.4826 · median
(∣∣∣E[n]− µseg

∣∣∣), (11)

where pct25 denotes the 25th percentile and the factor 1.4826 makes the MAD a consistent
estimator of the standard deviation under Gaussian noise. The per-segment normalized
score is then computed as

zperseg[n] =
E[n]− µseg

σseg
. (12)

For both variants, segment-level detection is performed by applying the same duration-
constrained aggregation procedure used for all other methods. AED-global is equivalent in
score ordering to the fixed-threshold energy detector when background statistics are stable;
AED-perseg is designed to remain operational in the absence of background calibration
data, at the cost of reduced discriminability when the within-segment energy distribution
is unimodal.

3.3.5. Lightweight CNN Detection

A lightweight convolutional neural network (CNN) is evaluated as a learning-based
baseline for chunk-level signal presence detection. The input to the network is the log-
magnitude power spectral density (PSD) of each chunk. For a chunk x[n] of length
L = 4000 samples, the one-sided discrete Fourier transform yields F = 2001 frequency
bins. The feature vector is computed as

pf = log(1 + |X(f)|), f = 0, 1, . . . , F − 1, (13)

where X( f ) denotes the DFT coefficient at frequency bin f . This log-magnitude represen-
tation encodes spectral shape rather than absolute power, making the input amplitude-
invariant.

The network architecture consists of two one-dimensional convolutional layers, each
followed by a rectified linear unit (ReLU) activation, with the first layer using 16 filters of
kernel size 11 and the second using 32 filters of kernel size 7. The output of the second
convolutional layer is reduced to a 32-dimensional vector via global average pooling,
which is then passed through a fully connected layer of 64 units with ReLU activation and
a dropout rate of 0.3, followed by a single-unit output layer with sigmoid activation. The
total number of trainable parameters is approximately 6000.

The network is trained using binary cross-entropy loss with the Adam optimizer at a
learning rate of 0.001, a batch size of 64, and a maximum of 20 epochs with early stopping
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at a patience of five epochs on validation loss. To prevent data leakage, cross-validation
is performed at the segment level: all chunks belonging to a given segment are assigned
exclusively to either the training or the test fold. A stratified five-fold cross-validation
procedure is applied, with out-of-fold chunk-level probabilities aggregated to produce
unbiased segment-level detection scores. Segment-level decisions are made using the same
duration-constrained aggregation procedure applied to all other detection methods.

3.3.6. Threshold Estimation

For energy-based detection, the decision threshold is estimated using background
noise recordings only. Energy scores are computed for noise-only chunks, and the threshold
is selected to satisfy a predefined probability of false alarm Pfa. Specifically, the threshold is
selected as the empirical (1 − Pfa)-quantile of the noise energy distribution. The resulting
threshold is fixed for all subsequent experiments and is applied consistently across both
standalone energy detection and the cascade-based detection method.

3.4. Computational Complexity

Table 1 presents the asymptotic computational complexity of each detection method
per chunk of length L, where NFFT denotes the FFT size used in the STFT computation and
Nα denotes the number of scanned cyclic frequencies.

Table 1. Asymptotic computational complexity of the evaluated detection methods per signal chunk.

Detection Method Complexity Per Chunk Dominant Operation

Energy O(L) Summation over L samples
Wavelet O(Llog L) DWT filter bank

Cyclostationary (SCF) O(Nα · K · NFFTlogNFFT) Nα STFTs of length NFFT
AED-global O(L) Identical to energy detector
AED-perseg O(Llog L) Percentile and MAD estimation

CNN O(Llog L) + P FFT + P ≈ 6000 multiply–accumulate operations

Cascade
O(L) per screened chunk;

O(Nα · Kburst · NFFTlog NFFT)
per retained burst

Energy screening + selective SCF

The cascade avoids per-chunk SCF computation by restricting it to retained bursts.
For a burst spanning B chunks, the SCF cost is amortized across all constituent chunks,
yielding an effective per-chunk cost of O(Nα · NFFTlog NFFT). When the cyclostationary
invocation rate is below 100%, the average per-chunk cost of the cascade is strictly lower
than that of exhaustive cyclostationary detection. With the parameters used in this study
(NFFT = 512, Nα = 32, L = 4000), the cyclostationary stage dominates all other processing
costs by at least one order of magnitude.

3.5. Proposed Cascade Detection Method

To balance detection reliability and computational efficiency, a cascade-based RF signal
detection method is proposed. The method operates on fixed-length RF signal chunks and
applies multiple detection stages sequentially, as illustrated in Figure 1. Unlike existing
cascade spectrum sensing methods, which operate on instantaneous or short-window
observations, the proposed cascade explicitly exploits the burst-like temporal structure of
UAV RF transmissions to gate computationally expensive processing.
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Figure 1. Diagram of the proposed cascade detection method.

The first stage applies energy-based screening to rapidly reject noise-only chunks
using a threshold estimated from background data. The detection threshold is fixed at the
empirical 1 − Pf a quantile of the background noise energy distribution, with Pf a = 0.05.
Chunks exceeding this threshold are forwarded to subsequent stages, substantially reducing
the processing load. The output of this stage is a binary sequence of chunk-level decisions
d[n] ∈ {0, 1}, passed as input to the burst aggregation stage.

In the second stage, binary decisions from energy screening are aggregated over time
to identify contiguous detection sequences, referred to as bursts. A minimum burst length
constraint of mbl = 50 chunks is enforced to suppress isolated detections caused by
impulsive noise or short-lived interference from ambient wireless sources such as Wi-Fi
and Bluetooth. Bursts shorter than mbl are discarded; retained bursts are passed to the
cyclostationary analysis stage as contiguous blocks of concatenated chunks.

To provide a clearer system-level view of the proposed approach, Figure 2 presents
the implementation architecture of the cascade detector in a swimlane dataflow format.
The low-complexity screening stage performs energy-based detection and burst construc-
tion, while the selective high-complexity stage applies cyclostationary analysis only to
validated bursts. Aggregation and monitoring modules produce final segment-level de-
cisions and performance metrics. The diagram separates the processing pipeline into a
low-complexity screening stage and a selective high-complexity analysis stage, followed by
aggregation and decision modules. In addition, monitoring hooks are included to collect
execution time and cyclostationary invocation statistics, enabling quantitative evaluation
of computational efficiency.

In the third stage, SCF-based cyclostationary analysis is applied selectively to re-
tained bursts. By restricting computationally expensive processing to intervals exhibiting
sustained activity, the cascade avoids exhaustive cyclostationary analysis while preserv-
ing robustness. The detection statistic C defined in Equation (8) is computed once per
retained burst over the concatenated chunk sequence, rather than independently per
chunk. This concatenation increases the number of STFT frames available for SCF esti-
mation from K = 14 per individual chunk to K ≈ 4730 per typical burst, providing
implicit coherent integration.
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Figure 2. Implementation architecture of the proposed burst-aware cascade detector.

To further clarify the role of temporal aggregation in the proposed method, Figure 3
illustrates the relationship between chunk-level detection decisions, burst formation, and
the final segment-level decision. The diagram highlights how consecutive detections form
temporally coherent bursts, while isolated detections are suppressed by minimum length
and duration constraints. Chunk-level energy-based decisions may be unreliable due to
noise and transient interference. Consecutive detections form temporally coherent bursts,
while isolated detections are discarded. Enforcing minimum burst length and duration
constraints enables robust segment-level signal presence detection.

Figure 3. Illustration of temporal aggregation in the proposed burst-aware detection method.
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Finally, burst-level cyclostationary outputs are aggregated to produce a segment-level
detection score. A duration constraint of 0.10 s is enforced: a segment is declared signal-
present only if the total duration of retained bursts exceeds this threshold. This ensures that
final detections correspond to persistent RF activity rather than isolated events. Overall,
the method applies advanced analysis only when supported by temporal evidence.

Algorithm 1 provides a concise formal summary of the complete cascade detection
pipeline, consolidating the four processing stages described above into a single procedural
specification.

Algorithm 1. Burst-Aware Cascade Detector

Input : RF recording segment S , background noise statistics (µbg, σbg)

Output : Segment-level binary decision ŷ ∈ 0, 1, cascade score s
Parameters : L = 4000, γ = 0.05, Emin = 14.77, mbl = 50, dmin = 0.10s,
NFFT = 512, Nα = 32

Phase 1—Energy Screening

1. Divide S into chunks xn of length L
2. for each chunk xn do
3. Compute E[n] = 1

L ∑L−1
k=0 x2

n[k]

4. Compute λ = max
(
γ · max

n
(E[n]), Emin

)
5. Set d[n] = 1 if E[n] ≥ λ, else 0
6. end for

Phase 2—Burst Aggregation

7. Group consecutive d[n] = 1 into bursts B = B1, B2, . . .
8. Discard any Bi where |Bi| < mbl
9. Let B∗ denote retained bursts
10. if B∗ = { } return ŷ = 0, s = 0

Phase 3—Selective SCF Analysis

11. for each retained burst Bi do
12. Concatenate chunks → burst signal bi

13. Compute STFT : Xk( f ), Hann window, NFFT = 512, hop = 256
14. for j = 1, . . . , Nα do
15. ˆSαj( f ) = 1

K ∑K−1
k=0 Xk( f ) · X∗

k
(

f + αj
)

16. end for

17. Ci = max
αj

1
F ∑F−1

f=0

∣∣∣ ˆSαj( f )
∣∣∣

18. end for

Phase 4—Segment-Level Decision

19. D = ∑i|Bi| · L
fs

20. s = max
i

Ci

21. if D ≥ dmin then ŷ = 1 else ŷ = 0
22. return ŷ, s

3.6. Evaluation Metrics and Experimental Setup

Detection performance is evaluated at two temporal scales. Chunk-level evalua-
tion considers detection scores computed independently for each fixed-length chunk, re-
flecting short observation windows. Segment-level evaluation aggregates chunk-level
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scores over time to assess sustained RF activity, which better reflects practical UAV
monitoring conditions.

Performance is assessed using ROC curves and the area under the curve (AUC) as a
threshold-independent metric. In addition, the probability of detection (Pd) is evaluated at
a fixed probability of false alarm (Pfa) to enable controlled comparison across methods.

Computational efficiency is measured as the average execution time per segment.
For the cascade detector, execution time is decomposed into energy screening, burst
aggregation, and cyclostationary analysis. The cyclostationary invocation rate—the
fraction of segments triggering cyclostationary processing—is also reported to quantify
cascade selectivity.

All experiments were carried out on a workstation equipped with an AMD Ryzen 7
9800X3D processor (AMD, Santa Clara, CA, USA) and 32 GB of DDR5 system memory,
running Windows 11 Pro, 64-bit (Microsoft, Redmond, WA, USA). The experimental
pipeline was developed in Python (v3.11, Python Software Foundation, Wilmington, DE,
USA) and executed using a standard scientific computing environment.

An NVIDIA GeForce RTX 3060 graphics processing unit (NVIDIA, Santa Clara, CA,
USA) was available and used during the execution of the detection and evaluation proce-
dures. Core numerical and signal processing operations were implemented using NumPy
(v2.4.0), SciPy (v1.16.3), and PyWavelets (v1.9.0), while performance metrics such as ROC
curves, AUC, and detection probabilities were computed using scikit-learn (v1.8.0, INRIA,
Paris, France). Figures and plots were generated using Matplotlib (v3.10.8, Matplotlib
Development Team).

All baseline detectors and the proposed cascade detection framework were executed
under the same hardware and software conditions. Timing measurements were obtained us-
ing high-resolution system timers and reflect the total processing time required for segment-
level analysis, including all cascade stages where applicable. GPU acceleration was used
exclusively for CNN inference. PSD feature extraction for the CNN baseline was performed
on CPU using NumPy FFT; the resulting feature vectors were passed to the network for
inference on GPU (CUDA, batch size = 256). All other detection methods—including
energy-based screening, wavelet analysis, SCF-based cyclostationary detection, and all
cascade stages—were executed entirely on CPU. No method benefited from hardware- or
software-specific optimizations beyond those explicitly described.

The described setup corresponds to a typical contemporary research workstation
and was selected to allow a consistent evaluation of both detection performance and
computational cost.

4. Simulation Results
4.1. Chunk-Level Detection Performance

Chunk-level detection performance is evaluated to assess the ability of the considered
signal presence detectors to operate on short RF observation windows. ROC curves are
obtained for all evaluated detectors using chunk-level detection scores, as illustrated in
Figure 4.

The ROC curves indicate only moderate discriminative capability for the majority of
methods at the chunk level. The classical detectors—energy, wavelet, and cyclostationary—
achieve nearly identical chunk-level AUC values of approximately 0.758–0.760, with no
meaningful separation between them. The AED-global variant follows the energy detector
exactly, as its score is a linear rescaling of the same underlying energy statistic. AED-perseg
performs below the random baseline at the chunk level (AUC = 0.595), a consequence of
within-segment normalization that collapses discriminability when all chunks within a
segment share similar energy levels. The CNN achieves a substantially higher chunk-level
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AUC of 0.951, reflecting its use of log-magnitude spectral shape features rather than raw
energy; however, even at this level, chunk-level decisions remain unreliable in isolation.
None of the approaches provides reliable separation between signal-present and noise-only
classes when decisions are made on individual chunks.

Figure 4. Chunk-level ROC curves for all energy detection methods.

This behavior highlights the intrinsic difficulty of instantaneous RF signal presence
detection in non-stationary environments. Individual chunks may contain only partial
signal energy, correspond to inactive portions of burst-based UAV transmissions, or be
dominated by transient interference and noise. Consequently, chunk-level detection alone
is insufficient for robust UAV RF monitoring and motivates the use of temporal aggregation
across longer observation intervals.

4.2. Segment-Level Detection with Duration Constraint

Segment-level detection performance is evaluated by aggregating chunk-level detec-
tion scores under a duration constraint. The resulting ROC curves for all detection methods
are presented in Figure 5. Compared with chunk-level evaluation, temporal aggregation
leads to a substantial improvement in detection performance for all considered detectors,
underscoring the importance of temporal context in the analysis of UAV RF activity.

For sustained UAV transmissions, near-perfect separation between signal-present
and noise-only segments is achieved by the majority of evaluated detectors. At a target
probability of false alarm of 0.05, five of the seven evaluated methods—energy, wavelet,
cyclostationary, AED-global, and the cascade—reach a probability of detection of 1.000,
as summarized in Table 2. The CNN achieves Pd = 0.995 and AUC = 0.998, marginally
below ceiling owing to the cross-validation procedure used to produce unbiased out-of-
fold estimates. AED-perseg is the only method that fails to achieve reliable segment-
level detection, with Pd = 0.581 and AUC = 0.618; this outcome is expected, as within-
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segment normalization collapses score discriminability when all chunks in a segment share
uniformly high or uniformly low energy levels.

Figure 5. Duration-constrained segment-level ROC curves for all evaluated detection methods.

Table 2. Segment-Level Detection Performance at Fixed Probability of False Alarm (Pfa = 0.05).

Detection Method Pd Pfa AUC

Energy 1.000 0.000 1.000
Wavelet 1.000 0.000 1.000

Cyclostationary (SCF) 1.000 0.000 1.000
AED-global 1.000 0.000 1.000
AED-perseg 0.581 0.049 0.618

CNN 0.995 0.024 0.998
Cascade 1.000 0.000 1.000

The observed perfect segment-level performance represents an upper bound achiev-
able under controlled experimental conditions with long and continuous signal activity. It
should not be interpreted as instantaneous or real-time detection capability. Instead, these
results illustrate how temporal aggregation fundamentally alters the detection problem by
emphasizing sustained RF activity rather than isolated short-term observations.

The proposed cascade detector achieves a segment-level AUC of 1.000 and Pd = 1.000
at the Pf a = 0.05 operating point, matching exhaustive cyclostationary detection while re-
ducing per-segment processing time by a factor of 2.46, as reported in Table 3. This outcome
reflects the characteristics of the evaluated dataset and the adopted segment-level aggrega-
tion strategy, rather than an inherent limitation of the detection methods themselves.
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Table 3. Average execution time of each detection method per segment (mean ± standard deviation,
95% confidence interval, N = 227).

Detection Method Mean, ms Std, ms 95% CI, ms

Energy 19.38 15.32 ±1.99

Wavelet 171.78 132.88 ±17.29

Cyclostationary (SCF) 2074.57 1608.97 ±209.31

AED-global 20.06 15.36 ±2.00

AED-perseg 19.52 15.03 ±1.96

CNN

PSD extraction (CPU) 54.97 — —

Inference (GPU, CUDA) 22.52 — —

Total 77.48 63.14 ±8.21

Cascade

Energy 18.96 15.07 ±1.96
Burst aggregation 0.10 0.08 ±0.01
Cyclostationary 823.84 1001.25 ±130.25

Total 842.91 1015.48 ±132.10

The observed ceiling-level performance across the majority of methods is a conse-
quence of the DroneRF’s controlled recording conditions, which feature sustained, high-
SNR UAV transmissions with clearly distinct spectral characteristics. Under these condi-
tions, temporal aggregation is sufficient to achieve near-perfect separation regardless of the
detection method employed. The differentiating factors between methods—computational
efficiency, robustness under reduced signal amplitude, and dependence on labeled training
data—are examined in subsequent sections.

4.3. Computational Efficiency and Selectivity

Computational efficiency is evaluated by measuring the average execution time per
segment for each detection method. The results are summarized in Table 3. As expected,
the standalone energy-based detector exhibits the lowest execution time, whereas blind
cyclostationary detection incurs the highest computational cost.

The cascade detector achieves a substantial reduction in computational cost compared
to blind cyclostationary detection. Although its total execution time exceeds that of simple
energy- or wavelet-based detection, it remains significantly lower than exhaustive cyclo-
stationary processing. The breakdown of execution time across cascade stages shows that
most of the computational burden is associated with the cyclostationary stage, while energy
screening and burst aggregation introduce negligible overhead.

The selectivity of the cascade detector is further examined through cyclostationary
invocation statistics. Following the correction of the cyclostationary detector implemen-
tation and the adjustment of the minimum burst length constraint to mbl = 50 chunks,
the cascade exhibits meaningful selectivity across the evaluated dataset. Across the 227
evaluated segments, cyclostationary analysis is triggered for all 186 signal-present segments
(invocation rate = 100%) and for only one of the 41 background noise segments (invocation
rate = 2.4%), yielding an overall invocation rate of 82.4%. This result confirms that the
cascade effectively gates expensive SCF processing: noise-only segments are rejected at
the energy screening stage in the vast majority of cases, while signal-present segments
consistently proceed to cyclostationary analysis.

The invocation rate breakdown by class is illustrated in Figure 6. On average, 17.62 bursts
are detected per signal segment, with a mean burst length of 268.97 chunks.
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Figure 6. Cyclostationary invocation rate by segment class.

The distribution of detected burst lengths is shown in Figure 7. The substantially
longer burst lengths compared to individual chunks (B ≈ 269 vs. K = 14 STFT frames per
chunk) confirm that burst-level concatenation provides a meaningful coherent integration
gain prior to SCF estimation.

Figure 7. Distribution of detected burst lengths across signal segments, shown on a logarithmic y-axis
scale to reveal the heavy-tailed structure of the distribution.

These results demonstrate that the cascade selectively applies SCF analysis based
on temporal evidence of signal activity, reserving computationally expensive processing
for intervals where sustained RF activity has been detected. The high standard deviation
of the cascade total execution time (1015.48 ms relative to a mean of 842.91 ms) reflects
the variable number of bursts retained per segment: segments with sustained signal
activity incur proportionally higher cyclostationary processing time, while noise-only
segments—for which cyclostationary analysis is triggered in only 2.4% of cases—complete
near-instantaneously at the energy screening stage.
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4.4. Parameter Sensitivity Analysis

The cascade detector exposes four key parameters: the energy screening scaling factor
γ, the minimum burst length mbl, the SCF FFT size NFFT , and the segment-level duration
constraint. To assess the robustness of the proposed method to parameter choices, each
parameter is varied independently while holding the remaining parameters fixed at their
nominal values. Detection performance (Pd, AUC) and cyclostationary invocation rate are
recorded for each configuration.

The effect of the energy screening threshold γ is illustrated in Figure 8. Detection
performance remains at ceiling across all tested values. Selectivity, however, varies mean-
ingfully: increasing γ raises the energy screening threshold, suppressing more chunks at
the first stage and progressively increasing the noise-segment invocation rate. The nominal
value γ = 0.05 was selected as the operating point that maintains full signal detection
while keeping noise invocations near zero.

 
(a) (b) 

Figure 8. Sensitivity of the cascade detector to the energy screening threshold γ: (a) detection
performance (Pd at Pf a = 0.05 and AUC) as a function of γ; (b) cyclostationary invocation rate by
segment class as a function of γ. The chosen value γ = 0.05 is indicated by a dotted vertical line.

The effect of the minimum burst length mbl is illustrated in Figure 9. Detection
performance again remains stable at Pd = 1.000 across all tested values. The noise-segment
invocation rate, however, drops sharply as mbl increases: requiring longer contiguous
detection sequences filters out short-lived ambient interference bursts in background noise
segments. The nominal value mbl = 50 chunks was selected as the point at which noise
invocation drops to 2.4% while signal detection is preserved.

The effect of the SCF window size NFFT is illustrated in Figure 10. Neither detection
performance nor invocation rate shows meaningful variation across the tested range,
confirming that NFFT can be set based on computational budget without affecting detection
reliability. The nominal value NFFT = 512 provides a balance between frequency resolution
and processing cost.
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(a) (b) 

Figure 9. Sensitivity of the cascade detector to the minimum burst length mbl: (a) detection perfor-
mance (Pd at Pf a = 0.05 and AUC) as a function of mbl; (b) cyclostationary invocation rate by segment
class as a function of mbl. The chosen value mbl = 50 chunks is indicated by a dotted vertical line.

 
(a) (b) 

Figure 10. Sensitivity of the cascade detector to the SCF window size N{FFT}: (a) detection per-
formance (Pd at Pf a = 0.05 and AUC) as a function of N{FFT}; (b) cyclostationary invocation rate
by segment class as a function of N{FFT}. The chosen value N{FFT} = 512 is indicated by a dotted
vertical line.

The effect of the segment-level duration constraint is illustrated in Figure 11. Detection
performance remains flat across all tested values, indicating that any threshold within the
tested range is sufficient to separate sustained UAV transmissions from noise under the
evaluated conditions. The nominal value of 0.10 s was selected to correspond to a minimum
of two burst lengths at the chosen mbl.
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Figure 11. Sensitivity of the cascade detector to the segment-level duration constraint: detection
performance (Pd at Pf a = 0.05 and AUC) as a function of the minimum duration threshold. The
chosen value of 0.10 s is indicated by a dotted vertical line.

4.5. Robustness Evaluation

To evaluate detection performance beyond the nominal DroneRF conditions, two
stress tests are conducted: a signal amplitude scaling experiment and a transmission duty
cycle experiment. Results for all seven methods are presented in Figure 12.

 
(a) (b) 

Figure 12. Robustness evaluation of all evaluated detection methods: (a) detection probability Pd at
Pf a = 0.05 as a function of signal amplitude reduction; (b) detection probability Pd at Pf a = 0.05 as a
function of transmission duty cycle.

Signal amplitude scaling. Signal chunk amplitudes are scaled by a factor α ∈
{1.0, 0.5, 0.2, 0.1, 0.05}, corresponding to effective amplitude reductions of 0, −6, −14, −20,
and −26 dB relative to the original recordings. All other parameters remain unchanged.
Energy, wavelet, cyclostationary, and AED-global detectors maintain Pd = 1.000 down to
−20 dB, degrading to Pd = 0.941 at −26 dB. The cascade maintains Pd = 1.000 at −20 dB
and degrades more gradually to Pd = 0.995 at −26 dB, outperforming the standalone de-
tectors at that operating point. This advantage arises from burst-level concatenation prior
to SCF estimation: rather than processing individual 4000-sample chunks with K = 14
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STFT frames, the cascade computes the SCF over concatenated bursts of approximately
4730 frames, providing implicit coherent integration that improves estimation quality at
reduced signal amplitude. The CNN achieves Pd = 1.000 at all tested amplitude levels,
including −26 dB. This robustness stems from the log-magnitude PSD input representation,
which encodes spectral shape rather than absolute power and is therefore invariant to
amplitude scaling. AED-perseg remains flat at Pd = 0.581 across all amplitude levels, as
within-segment normalization is unaffected by uniform amplitude scaling.

Transmission duty cycle. Signal chunks are randomly zeroed with probability 1 − d,
where d ∈ {0.10, 0.25, 0.50, 1.00} denotes the transmission duty cycle. Energy, wavelet,
cyclostationary, AED-global, and CNN detectors maintain Pd = 1.000 across all tested duty
cycles, as these methods operate at the individual chunk level and the duration-constrained
aggregation selects the top-scoring chunks regardless of transmission gaps. The cascade
collapses to Pd = 0.000 at duty cycles below 100%: when active chunks are interspersed
with silent intervals, no contiguous sequence of length mbl = 50 forms and no bursts are
retained. AED-perseg exhibits the inverse behavior, recovering from Pd = 0.581 at 100%
duty cycle to Pd = 1.000 at duty cycles of 50% and below. At reduced duty cycles, zeroed
chunks introduce a bimodal within-segment energy distribution that allows AED-perseg to
reliably estimate a noise floor and recover discriminability. These two methods are thus
structurally complementary: the cascade is suited for sustained continuous transmissions,
while AED-perseg is better matched to intermittent protocols.

The duty cycle result defines the operating scope of the proposed cascade: it is de-
signed for the sustained-transmission regime characteristic of UAV radio-control links,
where continuous DSSS or OFDM waveforms produce uninterrupted burst activity. For
detection tasks involving intermittent or low-duty-cycle signals, per-chunk detectors or
within-segment adaptive methods are more appropriate.

5. Discussion
The obtained results can be understood by considering both the temporal charac-

teristics of UAV radio-frequency transmissions and the assumptions underlying classical
signal detection methods. At the chunk level, detection performance remains limited for
all evaluated detectors because short RF observation windows often capture incomplete
signal content. Individual chunks may correspond to inactive portions of burst-based
transmissions or be dominated by transient interference and noise. Under these conditions,
neither simple energy-based metrics nor more advanced feature extraction methods can
reliably separate signal-present and noise-only observations. Similar behavior has been
reported in prior work on spectrum sensing, where instantaneous or short-term detection
is known to be unreliable in non-stationary RF environments.

Introducing temporal aggregation changes the detection problem in a fundamental
way. UAV RF transmissions typically persist over time and exhibit a burst-like structure,
whereas background noise and interference tend to be short-lived and weakly correlated.
Aggregating detection evidence across consecutive chunks and enforcing a duration con-
straint shifts the task from instantaneous discrimination to identifying sustained RF activity.
This explains the near-perfect segment-level separability observed for the standalone detec-
tors in the evaluated dataset and demonstrates the critical role of temporal information in
reliable UAV RF monitoring.

The proposed cascade detection method builds directly on this observation while
accounting for the computational cost of advanced signal analysis. Exhaustive cyclosta-
tionary detection provides strong robustness to noise uncertainty and interference but
becomes prohibitively expensive when applied uniformly. Energy-based detection, in
contrast, is computationally lightweight but insufficiently reliable when used alone. The
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cascade method occupies an intermediate position by combining low-cost screening and
burst-level aggregation to determine when cyclostationary analysis is warranted.

Relative to fixed-threshold energy detection, the proposed cascade improves robust-
ness by incorporating temporal consistency and selectively applying higher-order feature
analysis. The AED-global variant, which applies background-calibrated z-score normal-
ization to the energy statistic, produces identical segment-level ROC performance to the
fixed-threshold energy detector—a consequence of the linear score rescaling that preserves
rank ordering. This confirms that the cascade’s energy screening stage is already equivalent
to the strongest adaptive thresholding variant for sustained-transmission UAV signals,
without requiring explicit noise floor estimation. Compared to full cyclostationary process-
ing, the cascade reduces unnecessary computation by restricting SCF analysis to temporally
coherent signal regions, achieving a 2.46× reduction in per-segment processing time while
maintaining equivalent detection performance. When contrasted with the lightweight
CNN baseline, the cascade is slower per segment but requires no labeled training data and
invokes its expensive processing stage on only 2.4% of background noise segments. The
CNN achieves higher amplitude robustness at −26 dB (Pd = 1.000 vs. Pd = 0.995) owing
to its amplitude-invariant log-magnitude PSD representation; however, this advantage
comes at the cost of supervised training and uniform per-chunk processing regardless
of signal activity.

An unreported advantage of the cascade architecture emerges from the amplitude scal-
ing experiment. At a signal amplitude reduction of −20 dB, standalone energy, wavelet, and
cyclostationary detectors degrade to Pd = 0.995, while the cascade maintains Pd = 1.000.
This improvement arises from burst-level concatenation prior to SCF estimation: by pro-
cessing all chunks within a retained burst as a single concatenated signal, the cascade forms
an observation of approximately 1.2 million samples, yielding K ≈ 4730 STFT frames
for SCF estimation rather than the K = 14 frames available per individual chunk. The
resulting implicit coherent integration substantially improves SCF estimation quality at
reduced signal amplitude, providing an SNR advantage that is not present in any of the
evaluated standalone detectors.

A structural complementarity emerges between the cascade and AED-perseg that
has practical implications for system design. The cascade achieves Pd = 1.000 under
sustained-transmission conditions but collapses completely at duty cycles below 100%,
while AED-perseg fails under sustained conditions (Pd = 0.581) but recovers to Pd = 1.000
at reduced duty cycles. This inverse behavior reflects fundamentally different operating
assumptions: the cascade requires consecutive chunk activity to form bursts, while AED-
perseg requires within-segment energy heterogeneity to estimate a valid noise floor. In
a practical deployment where both sustained and intermittent UAV protocols may be
encountered, these two detectors could be operated in parallel as complementary front-ends,
with the cascade handling continuous RC link transmissions and AED-perseg covering
intermittent or low-duty-cycle signals.

From a practical standpoint, the results suggest that burst-aware cascade detection
is well-suited for continuous spectrum monitoring scenarios, where long observation
durations and limited computational resources are common. The method can serve as a
front-end detection module that flags candidate signal activity for subsequent analysis
or downstream classification, enabling scalable deployment on embedded or resource-
constrained platforms. Such a front-end detection stage is particularly relevant for RF
fingerprinting and UAV identification pipelines, where reliable isolation of signal-bearing
segments is a prerequisite for feature extraction and deep learning-based classification.
The evaluated dataset, consisting of sustained high-SNR UAV transmissions recorded
under controlled conditions, results in cyclostationary activation for all signal segments.
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In more heterogeneous environments—where background noise dominates the majority
of monitored intervals—the cascade’s energy gate is expected to suppress a substantially
larger fraction of incoming data, further reducing the effective computational load. From
a system-design perspective, the proposed cascade framework exposes several tunable
parameters, such as energy thresholds, burst duration constraints, and cascade activation
policies. Systematic tuning of these parameters, as demonstrated in Section 4.4, confirms
that detection performance remains stable across a wide range of values, reducing the
practical burden of deployment-specific calibration.

Several limitations of the present study should be acknowledged. First, evaluation re-
lies solely on the DroneRF dataset, which contains sustained, high-SNR UAV transmissions
recorded under controlled laboratory conditions; performance under real-world multipath
fading, co-channel interference, or path loss variability is not characterized. Second, the
amplitude scaling and duty cycle stress tests are applied post-chunking, meaning that the
effect of noise and signal degradation on the upstream energy-based preprocessing stage is
not captured. Third, the cascade’s burst aggregation mechanism makes it unsuitable for
UAV protocols with low transmission duty cycles; in such scenarios, per-chunk or within-
segment adaptive detectors are preferable. Fourth, the current evaluation is conducted
offline; real-time deployment would require additional engineering effort to implement
streaming preprocessing and to verify latency bounds under continuous operation.

Overall, the discussion indicates that the observed performance gains arise primarily
from exploiting temporal structure and selective processing rather than increasing detector
complexity. This interpretation is consistent with established findings in RF spectrum
sensing and supports the proposed method as a practical system-level solution tailored to
UAV RF monitoring.

6. Conclusions
This paper introduced a burst-aware cascade radio-frequency signal detection method

for UAV monitoring, designed to balance detection reliability with computational efficiency.
By combining energy-based screening, temporal burst aggregation, and selective cyclosta-
tionary analysis, the proposed method explicitly exploits the inherent temporal structure of
UAV RF transmissions rather than relying on increasingly complex standalone detectors.
The method is evaluated against six baselines spanning classical signal processing and
learning-based approaches: fixed-threshold energy, wavelet-based, blind cyclostationary,
two adaptive energy detector variants, and a lightweight convolutional neural network.

The experimental results demonstrate that enforcing temporal aggregation through a
duration constraint is essential for reliable RF-based UAV signal detection in non-stationary
spectrum environments. Sustained UAV transmissions become clearly separable from
background noise at the segment level, even when relatively simple detection mechanisms
are employed at the chunk level. At the segment level, five of the seven evaluated methods
achieve Pd = 1.000 and AUC = 1.000, confirming that temporal aggregation is the dominant
factor in detection performance under the evaluated conditions.

At the same time, the cascade structure limits computational overhead by selectively
invoking cyclostationary analysis only for time intervals that exhibit consistent evidence
of signal activity, achieving a 2.46× reduction in per-segment processing time relative to
exhaustive cyclostationary detection. Cyclostationary analysis is triggered for 100% of
signal-present segments and only 2.4% of background noise segments, confirming that the
energy screening and burst aggregation stages together constitute an effective pre-filter.
This selective processing avoids exhaustive analysis of all data while preserving high
detection reliability, highlighting that uniform application of computationally expensive
techniques is not a prerequisite for effective RF monitoring.
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An additional finding is that burst-level concatenation prior to SCF estimation provides
implicit coherent integration, maintaining Pd = 1.000 at signal amplitude reductions of up
to −20 dB where standalone detectors degrade to Pd = 0.995. A structural complementarity
is also identified between the cascade and the per-segment adaptive energy detector:
the cascade is suited for sustained continuous transmissions, while the adaptive variant
recovers discriminability under intermittent low-duty-cycle protocols, suggesting their
combined use as complementary front-ends in heterogeneous deployment scenarios.

The study identifies four explicit limitations: reliance on a single controlled dataset,
post-chunking application of stress tests, inapplicability to low-duty-cycle transmission
protocols, and absence of real-time streaming evaluation. Future work will address these
through evaluation on more diverse RF datasets, adaptive burst length thresholding for
intermittent signals, and real-time implementation on resource-constrained hardware.

Overall, the proposed method connects classical signal processing techniques with
the practical requirements of UAV RF monitoring. By combining burst-aware temporal
reasoning with selective high-cost analysis, it provides a transparent and scalable detection
approach that is well-suited for continuous spectrum monitoring and can serve as a front-
end module within larger UAV identification or RF situational awareness systems.

Author Contributions: Conceptualization, I.S., O.K., Y.K. and I.A.; Methodology, I.S., O.K., Y.K. and
I.A.; Software, O.K., I.A. and A.A.; Validation, O.K. and I.A.; Formal analysis, O.K., Y.K. and I.A.;
Investigation, I.S. and Y.K.; Data curation, A.A.; Writing—original draft, O.K. and A.A.; Writing—
review & editing, A.A. All authors have read and agreed to the published version of the manuscript.

Funding: This research received no external funding.

Institutional Review Board Statement: Not applicable.

Informed Consent Statement: Not applicable.

Data Availability Statement: The source code and supporting scripts used to perform data pre-
processing, method implementation, evaluation, and figure generation for this work are publicly
available in a dedicated GitHub repository. This repository provides full reproducibility of the
experimental results reported in the manuscript and includes notebooks, utility modules, and
configuration files corresponding to each stage of the pipeline. Access the repository at: https:
//github.com/owlvano/rfml-uav/tree/main/notebooks/paper2-cascade-detection-method (ac-
cessed on 28 May 2026). The code is released under the GNU General Public License v3.0 (GPL-3.0),
which permits use, modification, and redistribution for research and non-commercial purposes,
provided that derivative works are distributed under the same license and proper attribution is given.
The repository is documented with README files at the root and within subdirectories, detailing
the code structure, dependency installation instructions, and step-by-step usage guidelines. Inline
comments and docstrings are provided to clarify algorithmic steps and parameter choices. The code
is released under a permissive li-cense to facilitate reuse and extension by the research community.

Acknowledgments: Generative artificial intelligence tools were used to assist with language refine-
ment and structural organization of the manuscript. These tools were employed solely to improve
clarity, coherence, and presentation of the text. No generative AI tools were used for data generation,
algorithm design, experimental execution, or interpretation of the experimental results. All method-
ological decisions, data processing, analysis, and conclusions presented in this work were developed
and validated by the authors.

Conflicts of Interest: The authors declare no conflict of interest.

https://doi.org/10.3390/app16115618

https://github.com/owlvano/rfml-uav/tree/main/notebooks/paper2-cascade-detection-method
https://github.com/owlvano/rfml-uav/tree/main/notebooks/paper2-cascade-detection-method
https://doi.org/10.3390/app16115618


Appl. Sci. 2026, 16, 5618 27 of 29

Abbreviations
The following abbreviations are used in this manuscript:

UAV Unmanned aerial vehicle
RF Radio frequency
SCF Spectral correlation function
AUC Area under the ROC curve
Pd Probability of detection
Pf a Probability of false alarm
ISM Industrial, scientific and medical (radio band)
BUI Binary unique identifier
DWT Discrete wavelet transform
STFT Short-time Fourier transform
DFT Discrete Fourier transform
FFT Fast Fourier transform
SNR Signal-to-noise ratio
MAD Median absolute deviation
CNN Convolutional neural network
ReLU Rectified linear unit
PSD Power spectral density
AED Adaptive energy detector
ROC Receiver operating characteristic
DSSS Direct-sequence spread spectrum
OFDM Orthogonal frequency-division multiplexing
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