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3a0e3nedeHHs] HAAIMHOCTI, BIIIMOBOCTIMKOCTI Ta Oe3mepebiifHOCTI poOOTH CKIIAAHUX TEXHOJOTIYHUX
KOMIUICKCIB € MPIOPUTETHUM 3aBJIaHHAM Cy4acHOi iHkeHepii Ta aBTomaTu3aiii [1]. B ymoBax ctpiMkoro
BIIPOBaDKEHHsT KoHuenmii «lamyctpis 4.0» onHiero 3 HAWOUIBII MTPOPUBHUX TEXHOJOTIH mudpoBoi
Tpancdopmariii € konuenuis uppoBux neiHukKIB (Digital Twins). SIk 3a3Ha4ar0Th y CBOEMY JIOCIHIKEHHS
M. Grieves Ta J. Vickers, siki cTosin Oifsl BUTOKIB 1i€i TeXHONOTIi, U(POBUN MBIHHUK - 1€ HE MPOCTO
CTaTUYHA TPUBUMIPHA MOJEIb, a IMHAMIYHA BIpTyaibHa KOMis (Pi3MYHOTO 00'€KTa, sika €BOJIIOIIIOHYE Pa3oM
3 HAUM TIPOTSATOM yChOTO )KHTTEBOTO IUKITY 3aBJSKH Oe3repepBHOMY 00MiHY naHuMu [1].

Metoo poboTH € OOrpyHTYyBaHHS MJOLIIBHOCTI Ta po3po0Ka KOHIENTyadbHUX MIAXOAIB 10
3aCTOCYBaHHS TEXHOJIOTIT UU(PPOBUX IBIHHHUKIB Yy CKIaAi IHTEJNEKTyaJbHHX CHCTEM MIarHOCTHKH W
yIpaBJliHHS IPOMUCIOBUM Ta arpoIpOMHCIOBUM OOJIaJHAHHSM.

Tpaauuiiiai WiAXOOM [0 TEXHIYHOTO OOCIYrOBYBaHHS 0a3ylOThbCS Ha pPETJIAMEHTHHX (IJIAaHOBO-
MoTepeKyBaIbHIX) peMOHTaX abo Ha peMoHTax 3a (PaKTOM MOJOMKH (peakTHBHE OOCITYrOBYBaHHS).
OOunBi cTpaTerii € eKOHOMIYHO Hee(EKTHBHUMMU: TepIIa MPU3BOANUTH JI0 3aMiHHU 1€ MPUAATHUX JIEeTaJei, a
Ipyra - 10 TpUBAUX aBapiHUX MPOCTOiB. 3riHo 3 gochimkeHHsaMmu F. Tao Ta cmiBaBTOpIB, mepexia 10
NPEIUKTHBHOTO TeXHiYHOro oOcmyroByBaHHs (Predictive Maintenance) HeMoximBHiA 0€3 CTBOPEHHS
€MHOTO 1H(pOpMalLiiHOro cepefoBulIa, Ae (Pi3MUHUN 00'eKT Oe3mepepBHO OOMIHIOETHCS JaHUMHU 31 CBOEIO
BIpTYyaJIbHOIO KoTi€ro [2].

VY HaykoBii siTeparypi, 30KpeMa y QyHaaMmeHTanbHoMy orisai W. Kritzinger ta iH., npuilHATO
PO3PI3HATH TpU pIBHI 1HTErpamii mupoBUX MOJENEH, SKI BHU3HAYAIOTh CTYIIHb aBTOMAaTH3allli CHCTEM
MOHITOpHUHTY [3]:

1. lludposa mozxens (Digital Model) - nependauae pyuynuit 0OMiH JaHUMH MK (I3UYHUM 00'€KTOM Ta
HOTro BipTyaJIbHOIO KOIIEIO (3aCTOCOBYETHCS Ha €Talll MPOEKTyBaHHS).

2. llndposa tink (Digital Shadow) - xapakTepu3yeThcsi OJHOCTOPOHHIM aBTOMATHYHUAM TTOTOKOM JIaHUX
BiJ (pi3uuHOro o6'exra 10 HUPPOBOi MOJENI, 1110 JO3BOJISE 3/1IHCHIOBATH MOHITOPHUHT, aje 6e3 3BOPOTHOTO
KEpYIOUOro BIUIUBY.

3. Hudposuit asiitnuk (Digital Twin) - HaiiBumuil piBeHb iHTerpamii, o Oa3yeTbcsi Ha MOBHICTIO
aBTOMATHU30BAHOMY JIBOCTOPOHHBOMY IIOTOILIl J@HUX, J€ pIIIEeHHS BIPTyaJbHOI MOJENl aBTOMATUYHO
IMIUIEMEHTYIOThCS y (pizuune cepenosuie [3].

Po3pobiena Hamu KOHIENTyalbHA apXITEKTypa CHCTEMHU MOHITOPHHTY Tepeadadae BUKOPUCTAHHS came
MOBHOIIIHHOTO IQpoBoro aBiiiHMKa. TeremeTpuuHi AaHi (Temreparypa, CIEKTp BiOpalliii, CroXKuBaHUI
CTpyM) 3 peanbHOro obnagHaHHS uyepe3 mpomucioBi loT-mumo3u GesnmepepBHO HATXOIATH IO XMApPHOTO
Cepe/loBHINA, A€ po3ropHyTo IHdpoBy komito [4]. Ha 6a3i mmx naHUX BipTyasJbHa MOJIENb IMOCTIHHO
CHUHXPOHI3Y€ CBI{ BHYTPIIIHIN cTaH 3 (I3MUHUM OPUTIHATIOM.

Knto4oBuM MexaHI3MOM 1HTENEKTyaJlbHOI JIarHOCTUKH € IOCTiHE mapaieibHe MOPIBHAHHS peakiii
peasibHOTO 00'€KTa Ta HU(POBOro ABIMHMKA Ha OJHAKOBI Kepyroul BIUIMBU. OCKUIbKH IM(PpPOBa MOJETH
iMiTy€e pOOOTY «iieadbHO CIPABHOTO» MeXaHi3My, Oy/ib-iKa HEB'A3Ka MK peaIbHUMHU CEHCOPHUMH JaHUMHU
Ta pPO3PaxyHKOBUMHM MOKa3HUKAMH MOJIENI CBIJUUTH MPO MOYaToOK Aerpafamii By3miB [2]. ns anamizy mux
BIJIXWJIEHb CHCTE€Ma BHUKOPHUCTOBYE QJITOPUTMH MAIIMHHOIO HaBYaHHS (30KpeMa, peKypeHTHI HEeMpOoHHI
Mepexi), o JA03BOJISIE 1IEHTU(IKYBAaTH TUIT HECIIPABHOCTI Ta PO3paxyBaTH 3aJIMIIKOBUIA KOPUCHHUN pecypc
(Remaining Useful Life - RUL) o6'exra [4].

106



[IpuksiaziHa MaTeMaTHKa, MO/IeJIIOBaHHS Ma iHTeJIeKTyabHi TEXHOJIOTII B Hay1li, OCBiTi Ta iHxkeHepii (21-23 >xoBTHs1 2026 p.)

Y KOHTEKCTI arpoOmpoOMHCIIOBOTO BHPOOHHWIITBA BHUKOPUCTAHHS TAaKWX TEXHOJOTIA BIAKPHBAE
MOJKJIMBOCTI JJIsi CTBOPEHHS HMU(POBUX IBIHMKIB HUIMX TEXHOJOTIYHUX JIiHINA (HANPHUKIAJ, €lIeBaTOPHUX
KOMIUICKCIB 4M JIiHIM mepepoOku cupoBuHH). Q. Qi Ta CHiBaBTOPU JOBOIATH, IO IHTETpAIlis TEXHOJOTIT
Digital Twins 3 cucremamu aHamizy Benukux MaHMX 34aTHA MIIBUIIWTH 3arajbHy e(eKTUBHICTb
obnannanus (OEE) na 15-20 % 3a paxyHok onTumi3zalii pexxuMiB podotu [4].

OTxe, BIpoBa/pKeHHS HU(POBUX JBIHHUKIB B aBTOMAaTH30BaHi iH(opMaIiiiHi CHCTEMHU MOHITOPHHTY
(dhopMye IPUHITUIIOBO HOBHH piBEHb yHpaBiiHHA KiOepdizuuaumu cuctemamu [1]. Lle mo3Bossie 3MiiicHUTH
nepexix 1o oOCiIyroByBaHHS oOnajHaHHS 3a (PAKTUYHMM CTAHOM, IO MiHiIMi3ye (DiHAaHCOBI BTpaTH Bif
Herepea0aueHUX MPOCTOIB Ta MiABUIIYE SKCIUTyaTaliifHy Oe3neKy mianpuemMcTsa [2].
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Abstract. This paper investigates the challenges and prospects of developing adaptive access control
policies for distributed information systems operating in multi-cloud environments. It analyzes key
information security threats associated with cloud migration, as well as the limitations of traditional static
access control models. The advantages of transitioning to dynamic attribute-based models (ABAC) and Zero
Trust architecture are identified. Particular attention is paid to mechanisms for continuous monitoring of user
context, automated policy updating, and enhancing the overall resilience of the infrastructure against modern
cyberattacks.
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Research Relevance: The current stage of corporate information technology development is
characterized by a massive transition to multi-cloud architectures. Organizations simultaneously use
resources from various providers (e.g., AWS, Azure, Google Cloud) to optimize costs and ensure the
uninterrupted operation of distributed systems. However, such infrastructure fragmentation leads to an
expanded attack surface, loss of centralized control, and difficulties in managing access rights. Traditional
static Role-Based Access Control (RBAC) models are no longer capable of effectively protecting data in
conditions of highly dynamic connections, Bring Your Own Device (BYOD) practices, and remote work.
The relevance of this research stems from the urgent need to develop and implement adaptive access control
mechanisms capable of responding in real time to context changes and risk levels within multi-cloud
ecosystems.

Research Objective: The aim of this study is to analyze the principles of building adaptive access
control policies in multi-cloud environments, develop approaches for integrating dynamic risk assessment
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