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Modern critical infrastructure encompasses energy, water supply, chemical industry, and other
strategically important sectors, the stable operation of which depends on the efficiency of automated process
control systems (APCS). As the number of industrial devices, sensors, and monitoring systems grows, so
does the volume of process data, creating a need for intelligent data processing methods. One promising
avenue is the integration of Big Data, Data Mining, and Machine Learning technologies, which enable a shift
from traditional monitoring to predicting deviations and enhancing process control efficiency[1]. This
approach is underpinned by the Big Data concept, characterized by large data volumes (Volume), high rates
of data ingestion and processing (Velocity), and a diversity of formats (Variety). In APCS environments, this
data may include historical records of temperature, pressure, resource consumption, equipment operating
modes, and industrial network events. Data reliability and the ability to derive practical value from analysis
are also crucial, as errors, omissions, and information noise can compromise the accuracy of analytical
models[2].

Data Mining or intelligent data analysis serves as a key tool for uncovering hidden patterns within vast
datasets of processed information. Its application makes it possible to identify interrelationships between
process parameters, detect anomalous equipment operating modes, pinpoint the causes of malfunctions, and
identify opportunities for optimizing resource utilization[3]. The primary methods include classification,
clustering, association analysis, and forecasting. Specifically, classification helps distinguish between normal
and potentially critical states; clustering identifies typical equipment operating modes; and association
analysis detects combinations of events linked to the occurrence of process deviations. Within APCS
architecture, data mining can be used to analyze data accumulated in historical repositories (Industrial
Historian) and transmit the resulting insights to analytical systems and decision-support tools. Unlike
standard SCADA functions such as filtering, data aggregation, and trend visualization, intelligent analysis
enables detection of complex relationships that are not always apparent during routine monitoring. This
makes it an effective complement to existing automation infrastructure, without requiring the replacement of
core components[4].

Machine learning is a key area of development in intelligent analysis; it enables the construction of
models for forecasting and pattern recognition based on data. While data mining focuses primarily on
discovering and interpreting relationships, machine learning allows training of models that apply these
relationships to new data. For instance, supervised learning methods such as logistic regression and random
forests can be used to classify equipment states[5], whereas unsupervised learning methods such as K-means
can be employed to group operational modes and detect anomalous behavior. Combining data mining and
machine learning creates opportunities to analyze both historical data and real-time information streams.
Such historical data may include thermal, hydrodynamic, mechanical, and electrical parameters, as well as
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event logs, discrete status signals, raw material characteristics, etc. For active technological processes, this
approach enables detection of deviations from normal operating modes, forecasting of peak loads, and
support of efficient resource allocation. Regarding the accumulated data analysis, these technologies help
optimize computing resource usage, identify trends in operational metrics, and improve maintenance
planning. Notably, data mining can be applied to streaming data and machine learning to historical datasets;
thus, the distinction between them is defined not by the data type itself, but by the specific objectives and
methods employed. It is possible to compare a system utilizing these two tools against one that is not (i.e., in
their absence) based on performance evaluation criteria. The evaluation criteria are straightforward: anomaly
detection accuracy, the number of false positives, detection time, and forecast accuracy. Operators rely on
them to determine whether a particular tool or technology is useful based on specific priorities and whether
the innovation will integrate with existing methodologies.

Each specific criterion is calculated in a different way. For instance, detection accuracy is calculated
using a confusion matrix within a MATLAB environment via supervised learning[6]. This matrix comprises
four metrics: True Positive (TP) - the correct tool; it detects something that actually exists. False Positive
(FP) - a false alarm; the tool indicates detection, but nothing is there. True Negative (TN) - the correct tool; it
ignores something that does not exist. False Negative (FN) - a miss; the tool detects nothing, even though an
object is present. This metric is expressed as a percentage. The number of false triggers is calculated by
counting instances where the tool signals by mistake the presence of a problem or event that does not
actually exist; this is measured in absolute units. Detection time is derived by subtracting the time the
deviation occurred from the time it was detected, and is therefore measured in units of time. Prediction
accuracy is determined by comparing predictions against actual data, expressed in the units of the numerical
parameter itself. From an industrial automation architecture perspective, these technologies can be integrated
at the levels of data historians, analytics servers, SCADA, and MES, in accordance with ISA-95 principles.
Their specific placement depends on requirements regarding processing speed, data availability, and
production process safety. At the same time, solutions generated by intelligent models must be applied with
due regard for the constraints of the industrial environment, while critical control functions must remain
under the supervision of appropriate automation systems and established safety mechanisms.

This combined approach is currently being actively employed in modern Industrial Control Systems
(ICS). It enhances operational safety within critical infrastructure facilities and represents a promising
avenue for improving the efficiency and reliability of industrial systems. Combining accumulation and
processing of large datasets, identification of hidden patterns, and forecasting of process deviations creates
conditions for timely fault detection, efficient resource utilization, and improved decision-making. Practical
implementation of this approach will facilitate transition to intelligent process control, providing safety and
reliability requirements for critical infrastructure[7].
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InTeHCHBHE BIPOBAKEHHS METOIB IUTYYHOI'O IHTEJIEKTY Ta MamuHHOro HaB4yaHHsa (MH) y cucremu
HNIATPUMKH TPUHHATTS PIlIEHb B IH)XKEHEpii, MEAUIMHI, EHEPreTULll Ta arpONPOMHUCIOBOMY BHPOOHUIITBI
3YMOBJIIOE HEOOXIAHICTH CYBOPOTO KOHTPOJIO HAIIHHOCTI aBTOMaTu3oBaHuX MporHo3iB [1; 2]. CyuacHi
HENIHIAHI Mojemi, 30Kpema TIHOOKI HEHpOHHI Mepexi Ta aHcaMmOni JepeB NPUHHATTA pilleHb,
JIEMOHCTPYIOTh BUCOKY TOUHICTh KJIacudikalii, IpoTe (PyHKIIOHYIOTh 3a MPUHLUIIOM «YOPHOI CKPUHBKI» Ta
XapaKTepPU3yIOThCS CUCTEMATUYHOK TinepBIeBHEHICTIO (overconfidence), KOMW TPOTHO30BaHI OIIHKU
HMOBIpPHOCTEH CYTTEBO MEPEBUIIYIOTH EMITIPUYHY YacTOTY MpaBUWIbHUX Bignosiaei [3]. IcHyroui nporpamHi
3aco0u 3a3BMYall pO3IIANAOTh 3amady mnosicHioBaHocTi (Explainable Al — XAI) i3ompoBaHO Big 3amadyi
KkBaHTH(]iKalli HEBU3HAYEHOCTI Ta KaliOpyBaHHS iMoBipHOcTel. 3okpema, metoqu SHAP [4] i LIME [5]
npu3Ha4YeHi i arpuOymii O3HaK 1 HE OIHIOITh HAMIMHOCTI caMHMX IMOBIpHOCTEH. SIK HacCHiNoK,
iHTepHpeTaliss HeB1IKadiOpOBaHOIO MPOTHO3y 3a JOMOMOIOK METOMAIB BaXKJIMBOCTI O3HAK (GopMye y
KIHIIEBOIO KOpHMCTyBaua XHOHY JOBIpY A0 HOTEHUINHO IMOMHJIKOBOrO pimeHHs. OTXke, aKTyalbHUM
HAYKOBO-TIPUKJIAJHUM 3aBJaHHAM € po3poOka kKomruiekcHoi iHdopmaniitnoi cucremu (IC), sika iHTerpye
METOJIM OLIHIOBAHHS CTATUCTUYHOI JIOCTOBIPHOCTI, IOCT-O0OpOOHOro KamOpyBaHHS Ta aJAUTHUBHOI
nosicHoBaHocTI Mojeneit MH y ennHoMy nporpaMHOMY KOHTYDI.

Mera pobGotu — po3pobutu Taky IC Ta omiHMTH 11 €dEeKTHBHICTh Ha TECTOBUX HaOOpax IJaHUX
kiacudikamii 3a MOKa3HUKaMU KajliOpyBaHHS, MOKPUTTS KOH(OPMHHUX MHOXHH 1 JIarHOCTUKM O3HAK, IO
CTIPUYHHSIOTH HEBU3HAYCHICTb.

ApxiTekTypa 3ampomnoHoBaHoi iH(popMmaliiiHoi cuctemu (puc. 1) Oa3yeTbcss Ha UYOTUPHOX
(GYHKIIOHAIBHO 3B’S3aHUX MiJCHCTEMax: MOAYJl iHTerpamii Mojenei Ta HaOOpiB JaHUX, MOyl
J1arHOCTUKU KaniOpyBaHHsS Ta pekaniOpyBaHHS WMOBIpHOCTEH, MOJYJi KOH(GOPMHOIO NMPOTHO3YBaHHS Ta
MOAyJl aAUTHUBHOI 1HTeprnperanii pimeHb XAl PoGouunit nukn IC: po30uTTsS naHMX Ha KaniOpyBajbHY,
Bepupikamiiiny Ta TecroBy udactuHu; obuucienHs ECE, MCE, EntCE; 3a morpeOu — pekaniOpyBaHHS;
noOys0oBa KOHPOPMHUX MHOXKHH 1 ayAUT MOKPUTTS 3a miarpynamu; oduucinenHs SHAP-atpulyuiit mns
00’€KTIB 13 PO3LINPEHOI0 MHOXHHOIO.
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