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ABSTRACT 

The article is devoted to the study of the impact of digital transformations on the economic security of Ukraine. 
The paper examines the essence of the digital economy, defines the features of the functioning of the economy 
in the context of digitalization. Based on the indicators of the international consulting company McKinsey and 
the World Bank, the authors analyzed the impact of digitalization on the economy, highlighted the main 
advantages and disadvantages of functioning in the digital economy, systematized the problems of economic 
security in the digital economy and highlighted systemic, structural and industry problems, as well as 
businesses and individuals. The main issues of economic security include the problems of "digital inequality", 
the lack of their element base, changes in the labour market, industrial espionage, manipulation of personal 
data and others. The authors also identified a tool for monitoring the development of a networked digital 
society – the Network Readiness Index. The practical contribution was the development of a mechanism to 
smooth the impact of digital transformation on the economic security of Ukraine. 
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1. Introduction. 

The primary trend in the development of modern society is the digitalization of all its spheres. 
Modern information technology is an integral part of our life and continually influences various 
economic, social, technical and management systems (Robul et al., 2020; Sotnyk et al., 2020). 
Digitization processes play a vital role in the development of economic activity and the development 
of national economies and their security (Goncharenko and Sybachin, 2019; Trokhymets, 2019). As a 
result, the global trend of the world economy today is the formation and rapid development of the 
digital economy, which is characterized by the comprehensive and comprehensive implementation 
and application of new information technologies in all spheres of economic life without exception 
(Miśkiewicz, 2018). Against this background, one should not forget that digitalization processes, 
which are inevitable in their development, lead to positive changes in the functioning of all economic 
units without exception. On the other hand, there are negative consequences of using such methods. 
The devastating effects of digitalization for various social systems are primarily associated with the 
need to improve information security in society, introduce new measures to protect the safety of 
personal and corporate data and ensure the economic security of the country as a whole (Sean, 
2014; Lukic and Živković, 2018; Helles and Flyverbom, 2019). Accordingly, under the influence of 
gradual digitalization, the transformation of methods and tools is vital to ensure not only knowledge 
but also the economic security of the country, since this type of protection is also directly related to 
the use of modern technologies for sustainable development, first of all, of business entities.  

2. Digitalization and its impact on the economy. 

  The term "digital economy" was first introduced into economics in 1995 by Don Tapscott, who 
interpreted the concept as follows: "the digital economy is a type of economy based on the use of 
digital technologies" (Tapscott, 1995). In turn, the Department of Communications and the Digital 
Economy of Australia defines the digital economy as a global network of economic and social 
activities implemented through platforms such as the Internet, as well as mobile and touch networks 
(Apalkova, 2015; Shpak, 2020). 

Researchers studying the prosperity impact of digitization have found measurable proxies for all 
six of these attributes (El-Darwiche et al., 2012). Thus, the level of digitalization can be assessed for 
any country. 

Estimates show that the digitization process proceeds in four similar steps across all geographic 
regions (Fig. 1). 

Over the past ten to fifteen years, several scientists and practitioners have analyzed the impact of 
the latest technology on the workplace. Scientists conclude that 47% of existing jobs in the United 
States are highly likely to become automated (where the probability is defined as 70% or higher) 
(Frey and Osborne, 2017). A recent PwC study (Berriman and Hawksworth, 2017) estimates that 38% 
of U.S. jobs are at high risk of automation; the advanced economies are doing slightly better, with 
35% of jobs at risk in Germany, 30% in the U.K. and 21% in Japan. The World Bank's 2016 World 
Development Report estimates that 57% of jobs in OECD countries could be automated in the next 
two decades (Berriman and Hawksworth, 2017). These studies paint an alarming picture, suggesting 
that between one third and half of existing jobs in advanced economies will be eliminated in a 
relatively short period. 

The processes of digitalization received their most significant development in the economic 
spheres of society, as they had a considerable number of advantages for economic agents, primarily 
business entities. A study by the international consulting company McKinsey on the features and 
benefits of the digital economy shows that the digitalization of business processes affects the 
economic and social components, namely increasing productivity, including the number of jobs in 
related industries, accelerating the growth of the small and medium business, reducing the negative 
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impact on the environment, the availability of online education, etc. (McKinsey Digital, 2020). Figure 
1. Components of the Digitalization Score (El-Darwiche et al., 2012) 

Figure 1. Components of the Digitalization Score (El-Darwiche et al., 2012) 

 

The development of the digital economy is an inevitable process and will become increasingly 
global in the future. Today, this type of economy is developing rapidly in the leading countries of the 
world, which actively support the processes of digitalization and form new national programs for the 
digitalization of society. According to analytical studies conducted by the World Bank, the 
International Bank for Reconstruction and Development and other companies, depending on the 
valuation methods, the size of the digital economy is currently estimated at 4.5 to 15.5% of world 
GDP. In the future, this share will increase (McKinsey Digital, 2020). The special attention of 
regulators around the world to the development of the digital economy, active support for the 
introduction of new technologies in the economic sphere is directly related to the significant 
opportunities of the digital world and the ability to improve the quality of life, increase financial 
capacity. In this regard, the DESI (The Digital Economy and Society Index) was developed to assess 
the level of technological development and the degree of the introduction of innovative technologies 
in society, including in the economic sphere. Fig. 2 provides information on the components of this 
index (communications, human capital, Internet use, integration of digital technologies and digital 
public services) and its significance for some developed countries. 
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Figure 2. Digital Economy and Society Index, 2020 (DESI, 2020) 

 

The development of the digital economy is directly related to the development and 
implementation of new information innovations in the work of individual business structures. In our 
country, the processes of digitalization have not become significant but arise and develop locally 
within separate economic entities. To accelerate the outlined processes, intensify the development 
of new information products, import of already formed technologies, it is an objective necessity to 
create the appropriate institutional support for the development of enterprises in the conditions of 
digitalization of society. 

The main advantages of functioning in a digital economy are: 

- use of computer technology, software and hardware; 

- introduction of innovations in business processes; 

- operation of large arrays of information data; 

- ensuring information protection; 

- the inflow of new investments; 

- increase labour productivity; 

- customer focus; 

- speed and efficiency of any functions, etc. 

However, as already noted, along with the development of the digital economy, there are also 
new threats that can have a destructive impact on Ukraine's economic security. Thus, along with the 
adaptation of economic activity to the requirements of the digital economy, the government should 
pay considerable attention to the creation of effective information security systems. This, in turn, 
requires significant financial resources. Accordingly, the issue of ensuring the sustainability of the 
economic security system as an integral part of the stable development of economic entities needs 
attention. 

3. Digital threats significantly affecting economic security and tools for their solution. 

Analysis of the literature makes it possible to systematize digital threats and challenges that 
significantly affect economic security into at least three groups (Table 1). 
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Table 1. Problems of economic security of a digital society 

Type of problem Description 

Systemic 
Problems related to the economy or its significant parts (dependence on 
digital technologies of other states, lack of own element base, the question of 
"digital inequality") 

Structural 
Structural problems caused by digitalization (for example, significant changes 
in the labour market and rising unemployment). 

Industry 
Lack of digital solutions for specific industries (for example, lack of their 
payment system) 

Activities of 
individual 

enterprises 

Theft of corporate data, industrial espionage, hacker attacks, insufficient 
provision of digital technologies, competent personnel, etc. 

Individual citizens Theft, manipulation of personal data 

The fundamental response to these challenges of the digital society is changes in the structure 
and approaches to the management of economic systems at different levels. Horizontal teams aimed 
at obtaining results come to the fore in such changes. This requires a shift from closed, overly 
bureaucratic structures to open organizations that create a network. Such organizations are hybrid 
forms of economic activity with flexible connections that are established and revised as necessary. 
The most critical issues in such network structures are the issues of real-time resource management 
and coordination of network members. As part of the development of the "partial economy", this 
approach is implemented through digital platforms, through which participants can coordinate to use 
resources more efficiently (for example, sharing housing, car, etc.). Such tools allow more efficient 
use of resources, increasing their availability, reducing the burden on the environment. In modern 
enterprises, such problems are solved with the help of digital economy tools, such as "cloud" 
technologies, ERP-systems and several other instruments. With the development of network 
structures in the economy will be a noticeable transformation of the industrial economy, the creation 
of a flexible network of new structures and new forms of organizations of production and economic 
activity. The economic advantages of network forms are their ability to adapt quickly to changing 
conditions. Because the boundaries of networked forms of organization are usually easier to manage 
than the limitations of hierarchies, it is easier to modify the composition of networked organizations 
in response to these changes. The results of such development will be an increase in the number of 
small-scale production, individual fulfilment of production orders. The changes will affect other 
aspects of the economy, including the labour market. Now the main requirements of the employer to 
employees are the ability to work in a team, work in a multitasking mode, a creative approach to 
solving problems, a high degree of adaptation to rapidly changing conditions, which is typical for 
network organizations. In general, there is an intellectualization of labour and capital, the growth of 
the information capacity of the modern economy. 

The primary tool for monitoring the development of network phenomena in the economy is the 
Network Readiness Index (NRI) – a comprehensive indicator proposed by the World Economic Forum 
and the International School of Business "INSEAD". Currently, this index is considered the most 
complete and authoritative source of the international assessment of the impact of post-industrial 
development factors on the competitiveness and welfare of countries. It is used as a tool for analysis 
to build comparative ratings that reflect the level of development of the components of the network 
economy, and includes the following sub-indices: 

1. environmental development; 

2. society's readiness to use digital technologies; 

3. the actual use of digital technologies by primary economic agents; 

4. the effects that digital technologies have on the economy and society. 

The first three sub-indices can be considered as a driver that determines the value of the fourth 
sub-index, i.e. the impact of digital technology on society and the economy. The development of a 
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network economy requires, above all, appropriate market conditions, public administration and 
regulatory framework that create the environment. Assessment of the business and innovation 
environment determines the quality of business conditions. According to the 2019 study, Ukraine is 
in 67th place out of 121 in terms of network readiness (Fig. 3). 

Figure 3. Ranking Countries (Network Readiness Index, 2019) 

The country's readiness for the network economy largely depends on the extent to which the 

primary agents of the economy are interested and prepared to use network technologies in their 

daily activities. It is assessed by the availability of network infrastructure and access to digital 

information, the cost of network connections and the level of competition in this area, the ability of 

society to effectively use digital technologies through the availability of necessary educational skills 

(Gumennykova et al., 2020). 

The formation of a network structure based on a highly developed information and management 
infrastructure and the effective use of intellectual resources involves a significant change in the 
entire socio-economic system of society and the state. Network technologies occupy a central place 
in the renewal of critical areas of society: public and municipal government, business, education, 
environment, health, culture, security, public life (Pohrebennyk et al., 2017; Barchan et al., 2020; 
Demikhov et al., 2020). The network component of economic relations ensures the efficiency of 
individual economic agents, reduces transaction costs and establish a mobile organization of work. 
We can say that without solving the problems of their effective large-scale use, without the 
development of network infrastructure today, it is impossible to solve any of the priority tasks of 
socio-economic development successfully. An essential change in the approach to management in 
current conditions is a fundamentally different attitude to man and his role in decision-making. With 
the development of the digital economy, the place and role of man in a new type of management are 
changing significantly. 

Analysis of such changes includes the study of a range of interrelated issues: changing labour 
requirements, the transformation of the education and training system, new approaches to the 
management system (Prokopenko et al., 2014). The level of knowledge, competencies and skills of 
the population in the field of digital technologies is an essential factor in the spread and 
development of these trends in various spheres of public life. The category "human capital" is used 
to analyze this factor of socio-economic development. In the conditions of formation of digital 
economy interpretation of this concept expands, thus more significant role is given to skills in the 
field of digital technologies. Improving the quality of human capital, involving more and more people 
in educational processes, developing skills and competencies in the field of digital technologies is the 
basis for the formation of the digital economy and the effective use of digital technologies in various 
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areas. Changes in the demand for skills pose two severe challenges to the education and training 
system. 

First, despite the recognition that the demand for skills in the future will be significantly different 
from today, it is difficult to identify and predict due to rapid technological change. Second, the 
problem of adapting the skills development system to new conditions after the demand for skills has 
changed. Several countries are currently developing digital skills development strategies to help 
countries build their strengths and mitigate the shortcomings of their national education systems. 

The determining factor in the development of a new type of society and its inherent economy is 
the dominant role of highly skilled creative work. Economic efficiency in current conditions is 
determined not so much by quantitative indicators of the number of staff, but by the presence of 
specialists who can create a new product or offer a new service, find a new way of organizing 
production, respond adequately to changing market conditions. New forms of human activity appear; 
human capital is dynamically formed, which is expressed in updated knowledge and skills 
continuously. Continuing education and advanced training are becoming a necessary condition for 
the development of the modern economy. Currently, there is a tendency to increase the average 
period of education. This is facilitated by the fact that continuous professional development is the 
key to social success and stable income. 

4. Research results: smoothing the impact of digital transformation on the economic security of 

Ukraine. 

We believe that only systematicity and sustainability will be able to effectively smooth the impact 
of digital change on Ukraine's economic security. When developing a solution, it is necessary to 
adhere to generally accepted principles, which include the following: 

- consistency – this principle means that good architecture is consistent when partial 
knowledge of the system allows you to predict otherwise;  

- orthogonality – this principle requires that the functions be independent of each other and 
specified separately; 

- compliance – means that the architecture should include only those functions that meet the 
essential requirements of the system; 

- cost-effectiveness – no part in the description of architecture should in any way duplicate 
another; 

- transparency - the user must know the functions found during the execution; 

- commonality – the function that is reintroduced should be introduced in such a way that it 
corresponds to as many purposes as possible; 

- openness – the user should be able to clarify the specification and content of system 
functions in the process of its use; 

- completeness – the specification of functions must meet all the requirements and wishes of 
the user. 

We propose a mechanism for smoothing the impact of digital transformation on the economic 
security of Ukraine, which would meet these criteria and take into account security-oriented 
strategic management (industry) (Fig. 4). 

Of course, in practice, everything may not go so smoothly: 

- substages may not take place in such order; they may break, jump, obey the feedback, 
overlap, parallel motion;  

- the decision-making process is all the more individual than the decision is more complicated; 

- limited amount of information limits the rationality of the decision, the growing role of 
intuition; 
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- previous settings for alternatives affect the choice of the solution;  

- there is no desire for the optimal solution if something is satisfying;  

- managers of different levels of management in various ways interfere in the structure and 
decision-making process, thus affecting their quality. 

The key to the successful implementation of the mechanism is the effective distribution of 
responsibilities and decision-making powers. 

5. Conclusion. 

Figure 4. The proposed mechanism for smoothing the impact of digital transformation 
on the economic security of Ukraine 
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Thus, modern society is gradually moving to the digital stage of its development. Digitalization has 
already become an integral part of the functioning of various social systems. Digitization processes 
have a significant impact on the development of national economies around the world. Accordingly, 
given the effects of such operations, the behaviour of economic agents, especially businesses, 
changes.  

As a result of the conducted research for systematization of problems of maintenance of 
economic safety in the conditions of development of global digitalization, the following results are 
received: 

First, the authors show that anticipating the challenges and threats of globalization is a priority for 
economic security, especially in today's rapidly changing global world. 

Secondly, the problems of economic security in the digital economy are systematized, systemic, 
structural and branch problems, as well as enterprises and individual citizens, are singled out. The 
main issues of economic security include the issues of "digital inequality", the lack of its elemental 
base, changes in the labour market, industrial espionage, manipulation of personal data and others. 

 Third, the tools for solving the problems of the digital society are identified, which include digital 
platforms for the development of the "shared economy", as well as "cloud" technologies and 
methods of processing large databases. A network readiness index is a tool for monitoring the 
development of the digital network society.  

Fourth, the issues of using appropriate software and hardware, software, attracting highly 
qualified personnel to create reliable protection of work from exogenous destructive factors of 
digitalization are becoming relevant. 

Fifth, the authors proposed the development of a mechanism to smooth the impact of digital 
transformation on the economic security of Ukraine. 

A large-scale solution to the problems of economic security of the digital society will ensure the 
purposeful formation of the process of economic growth and increase the economic well-being of 
the whole society. 
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